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ABSTRACT  Presently, the most highly osed method of global communication is web applications and used for long-distance
commanication, online marketing, ressarch and development, distance leaming, e-banking and social media networka. Since web applications are
available for the global communicy with access for anpone, web applications. confiront nomerous decurty lasses, specifically due to web-hased c vher-
attacks. The SOL injection artack is the most prevailing web-hased cyber-atiacks globally, belonging o high-rank classifications. B ecause of the
incressed number of global online services with a high rate, SQL injection attacks also are amplified r apidly. Most SQL injection attacks are
succeasfiol due toa lack of proper validadon. However, a snccessfiol 8L injection attack highly interferas with databares” integrity, availability,
and confidentiality. Therefore, thers i a wital global reqoirement o overcome SQL injection attacks. Accordingly, there are three key objectives. The
firat ohjective ia w detect the SQL injection attscks affacting web sarvers. The ascond objective & to explose the preventive aohition foe SCIL
Injection attacks affecting the web servers. The third objective is to share the kmowledge on SQL injection attacks with other ressarchers.
Towards overcoming prodominant jasuses, a periodically and contivsonsly running PHP-bared programme, which can identify patterns of SOL
Injection attacks recorded in FHP Apache log files and blocking the {dentified suspicions TP addresses, was designed s the adopted me thodology.
Statiaties of otal suspicious TP addresses and black Hated TP addresses with their hitting connts and time wers obtalned while preventing access of
black Hated TP addresses o the Apache webserver, The proposed sohition faciHtates contimions monitoring of snsplcions scdvitdes while blocking

wlnerable hosts wsing its TP addresass stomatically with secaring web servars from the SQL injection artack,

INDEX TERMS: Cyber-attacks, Global Communication, SQ)L injection attacks, Web applications.

I INTRODUCTION

The most highly msed method of global communication
is weh applications.  Web applications are nsed plob-
ally for long-distance communication, online marketing,
health services, research and development, distance learn-
ing, e-banking and social media networks. Ever since the
web applications are accessible for the plobal communicy
with having access for anyone at any time, web applica-
tions have been confronted with namearons challenges com-
prising the security issues, precisely owing to web-based
cyber-attacks. Among various cyber-attacks, the Structured
Query Langnape (3QL) injection attack is the most prevail-
ing weh-based cyber-attacks globally, belonging to high-
rank classifications. In wiew of that, the line of codes de-
scribe the basic SQL injection attack as follows: The state-
ment = “select * from customers whereg name = "7 + cus-
tmerName + 77"

Above mentioned SQL code is created to poll up all the
mser records specified “customer name™ from its table of
"eustomers”. Comversely, it the "customerMName™ variable
iz crafted and explicitly designed by one of the yulnerable
nsers, the SQL statements may perform more than the an-

thor intended. For instance, setting the “customerName™
variable nsing as follows:
TOR1=E"]

Alternatively, consuming comments even o block the
rest of statements of the query (In here, mentioned three
types of different SQL comments). All the lines have a
specified space ai the end of each of three statements as
follows:

i."OR1’="1" —
ii. " OR1°="17
iii. " OR"1I'="17 /%

The above codes render one of the above mentioned
S0QL swatements by parent lanpuage as follows:
i. select * from customers where name =" or "1'="1";
ii. select # from customers where name =" or "1°="1" —

Ia
B

When these codes are to be consumed in an authen-
tication role procedure, then the above example conld be
utilised to force to get a selection of every field of data (*)
from a custemer SOQL table, excluding one specified cus-
tomer name, as the author intended, doe to the evaluation
of code "1°="1" usually is always trug. The above value of



"customerMame” in the statement mentioned helow would
causa the deletion of the “costomers” table (S0)L) as well as
get a selection of all the data from the "customerinfo™ table
(in essence that revealing the information regarding every
mser], using user API that allows more SL statements:
a”:DROP TABLE customers; SELECT * FROM customer-
info WHERE 1" ="t

Such input renders the executing final S0QL statements
as follows:
select * from customers where name = “a’:drop table
CUSLOMETS;
select * from customerinfo where 't" ='r";
To prevent SQL injection cyber-attacks, web application
developers may use specific tools to check the availabilicy
and prevention of SQL injection attacks. At present, such
tools are WAF (Web Application Firewall) , “Positive
Tainting™, *5QLrand”, “"CSSE”, "CANDID™ etc.

Nevertheless, web application security is extremely vi-
tal in preventing SQL injection aftacks. The developers
are subjected to numerous cyber-attacks becanse of im-
proper security coding practices, particularly malicious
source code injection.  Further, several improper and in-
secure coding practices are fregquently wsed with low en-
cryption, which is subjected to a lack of protection. Typic-
ally, SQL injection cyber-attacks execute through inserting
malicious code into a SQL query. Such malicious codes,
which the cyber attackers insert, are pretended as legitimate
S0QL query statements. Hence, the web servers” sequential
execution of such malicious codes affects the internal svs-
tam and database management systems, leading to SQL in-
jection cyber-attacks to execute improper SOQL commands.
Most SQL injection attacks are effective due to a deficiency
of proper validation. A successful SQL injection attack
vasty interferas with the databases” integrity, availability,
and confidentiality. In addition, based on the research find-
ings and peneral statistics and the available data on the in-
ternet, sach SQL injection cyber-attacks have a severe im-
pact on global organisations. Accordingly, a practical solu-
tion is a vital global requirement to overcome SQL injection
attacks. With this view, there are three key objectives in this
research. The first ohjective is to detect the SQL injection
attacks that affect the web servers. Afterwards, the second
ohjective is to explore the preventive solution for SQL in-
jection attacks affecting the web servers. Finally, the third
objective is to share the knowledge on SOQL injection af-
tacks with other researchers.

I LITERATURE REVIEW

At present, most people nse web applications, which are
accessed through World Wide Web, precisely for long
distance communications, online marketing, distance
learning, e-banking and social media networks. Most of the

web applications are available for anyone globally without
any restrictions. Because of such reasons, it is exposed
to many challenges comprigsing more security issues cum
cyber-attacks via the internet. Consequently, Lijia (Z0101)
revealed about the web application sulnerabilities, such as
malicious file execution, cross site scripting, SQL injection
and cross site request forgery, which have the connection
with secure coding of web applications. Further, Mark
(2006) also smdied web application security vulnerabil-
ities, including different analyvsis tools. Moreover, Mark
(2006) identified different analysis tools such as source
code analysers, Black box scanners, DB scanners, Binary
analyziz tools, Runtime analysis tools, Configoration
analysis tools and Proxy analysis tools. Accordingly, the
"MUSIC™ ool checks the mutants in the SQL source
code queries.  Further, the tool ermed "SUSHI™ is nsed
o resolve existing constraints in the strings.  Moreover,
another ool termed “Ardilla™ is used to create SQL injec-
tion attacks and test web scenarios. In addition, the tool
termed “String Analyser” is used to analyse the web strings.

In the prevailing literature, the usage of weh applications
with validation using cryptographic modules and increas-
ing cyber threats related to security of web applications
have been explored (Dima, 19949}, In view of that, web
applications are able to use the modules for password cryp-
tography, password generating and so on (Dima, 1999).
Further, Dima {1999} explored the usages connected to
web application components and how they are developed
overcoming the increasing cyber threats. Further, the us-
apges related to firewalls as a way of network site protection
against external intrusions and attacks were also explored
in the prevailing literature. In addition, Dima (1993)
explored the different components in a firewall policy such
as filtering packets, proper authentication, and application
gateways. Web based cvber-attacks occur as SQL injection
attacks and they prevail globally and cause severs impacts
with web applications. SQL injection attacks are condocted
with including a segment of malicious code into SQL query
via none of without proper validated emvironment and that
will receive by web servers. It was found that there are
fanlts regarding web applications; the most hazardous
fypes of vulnerabilities are Cross site scripting and SOQL
injection attacks (Jose, 2(048}. It was identified the ditferent
fypes of issnes related to web application cyber-attacks
such as injection of commands, traversal of path, LDAP
injection, S0QL injection and Spoofing of content (Sven,
2008). Further, more critical vulnerabilities are occurred
doe to cross site scripting and SQL injection attacks
(lose, 2008). Moreover, Lijin (2000) revealed that web
application valnerabilities such as malicions file execution,
crass site scripting, SOL injection and cross site request
forgery connect with secure coding of web applications.
It was explained regarding the “vulnerabilities of SOQL
injection attacks & cross site scripting, which cansed harm



to several weh applications (Andrea, 2002). There are
several SQL injection detection, and prevention tools are
available. Some are IDPs, Green SQL, dotDefender, Code
scan labs BEtc. A mole is an open-source tool for detecting
SOL injection attacks. It penerates reports regarding SOQL
injection attacks. It evaluates provided URL of clients
(Pavitra Shankdhar, 2021).

Green S0L is an open-source application for detecting
and preventing SCL injection atiacks. It supports "My
S0L™ databases and evaluates SQL commands with a risk
scoring matrix. It penerates reports regarding the SQL
injection attacks and blocks the vulnerable hosts(Ivano
Alessandro Elia, 2000,

S0QLsus is an open source tool for detection of SQL in-
jection attacks. This tool can use for MySQL data bases.
It is written with “PERL” computer language. This tool
iz fast and effiecient with detection of SQL injection at-
tacks{Ivano Alessandro Elia, 2000). SQLMap is an open
source antomatic SQL injection attacks and database take
over application which is used for penatration testing. This
tool automates detection and exploitation of SQLI Haws.{
Drew Robb, 2022) Several researchers have introduced dif-
ferent SQL detection and preventive solutions hased on the
prevailing literature. Accordingly, Rai and Nagpal (2019)
stdied SQL injection attacks and proposed methods and
tools for detection and preventive solutions while discus-
sion their effectivenass. Further, Singh et al. (2014} also
proposed a model to block the SQL injections while ana-
Ivsing the existing detection prevention technigues apgainst
S0QL inmjection attacks. Moreower, Jemal et al. (202(0) also
proposed solutions to mitigate SOL injection, specifically
through ontology and machine learning. A ditferential pro-
cess to safegpuard apainst SOL injection attacks, used in
ASPMET apps, has been introduced (Kansar et al, 2019).
In addition, Hu {2017) introdoced a defence resistance and
remedy model of SQL injection attack, established from
non-intrasive SOL injection attack and defence.

m METHODOLOGY AND EXPERIMENTAL

DESIGN

In achieving the stody’s objectives, the methodology
adopted by the researchers was creating an environmental
variable for the “phpexe™ file as the first step. As the
second step, a “hat” file for ran “sglinjection_block. php™
file was created. As the third step, a "task schedoler”
adding "hat” file to ran the “sglinjection_block.php™ file
continuously with appropriate time intervals was created.
APACHE log files to the proposed application with the
given command prompt command were linked as the final
step. The adopted SQL injection attack identification and
IP address blocking process are descriptively displayved
(Figure 1).

Accordingly, when the uwser input malicious code for
SQL injection attack, it will compare with SQIL injection at-
tack patterns and if the user input compares with specifiad
patterns, then the user input attempt will take as a suspi-
cious attempt. If the number of attempts exceeded more
than the specified number of attempts, then that host 1P ad-
dress will be blocked antomatically. All the suspicious at-
tempts will be stored in the “sospicions ips™ file. Blocked
IFs are too added to another file called “blocked ips™.
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Figure 1. SQL Injection attack identification and [P
address blocking process
Somrce: Developad by the researchers based on the
research sudy

The proposed solution has removal facility of blocked IP
addressas from the blacklisted list. User input time will also
be stored in the "suspicious_ips” file, and it will be able to
analyze later.

A Acveess Log Anclysis Methodology

First, have to set the path to APACHE access log files
in the "apache_acess.bat” file. Then it has to connect to
the task scheduler, and it is required to set the interval
of time that want to run reiterately. Source code files
have heen located and it is required to give path of the
“agl injection_hlock.php™ with suitable parameters in the
bat file. All the insallation and operatable processes will
be mentionad later in a detailed manner. After installation,
Apache access log files will be analysed after a specified
period in the task scheduler, and all the suspicious nser at-
tempts in the apache log files will be stored in the “sus-
picious_ips”. If there are a considerable number of sospi-
cions attempts made by a user, then the IP is antomatically



blocked after exceeding previously defined value and added
to the "blocked ips™ list. It it is required to remove some
identified blocked IP from the blocked IP list, it will re-
move such IP from the blocked IP list. Such operations are
mentioned in a detailed manner later. POST or GET user
inputs will be analysed, and therefore any POST or GET
malicious user inputs will be blocked with this solotion.

B Specified SOL Infeciion Comparing Patierns

apacheaccesspaterns[] = “f|select[’, *[from|select ¥
from|select’, *from| o 17=1 |47
apacheaccesspaterns[|] =  “lorl=l|opdate  set|insert

into|delete from|/i”

apacheaccesspaterns[| = “forder | 171 |select count([} #])|1
and 1=1]4"

apacheaccesspaterns]] ="/&H#40|&H32|EHTY| KA | &H6 1
&#39)1 UNION ALL SELECT 1,2,3.4,5.6.name FROM
sysObjects WHERE xtype = "L —|fi”

C  Iasiallation Process for Mangal Process

This solution was designed for Windows Operating Svs-
tem, but later, the research will contimoe for Linmx Oper-
ating System. This solution was designed with "XAMPP”
installer. At first, it is required to install "XAMPP” soft-
ware. Then it is required to sat environmental variable path
to PHP folder as tfollows; First, go to the control panel.

» Firat, po to the control panel.

# Then, go to “system”™.

# MNext, go to “change setting™.

+ Then, go to “Advanced™ tab.

# Then, go to environmental variables.

# Then, select the “Path™ environmental variable (Figure
2y and go o "Edit”, and click.

# Then, click new and type or copy and paste the path to
the "PHP” folder (Figure), select the area and click the
"ok hatton.

Afterwards, it is required to locate the "sgl_injection_block”™
folder as your preference. Then, it is required to open a
command prompt and change the command prompt loca-
tion to the “sgl.injection. block™ directory.

D Munwal Operaling Process

At firat, it is regoired to take the command prompt
location o “sgl injection_block™ directory location and
enter the command, “php sql injection block. php”, “php
sqlinjection_block_php -h™ or “php sql_injection_block. php
—help™.

Obtaining user operating options and details option 1

O xampp®, htdocs', sql_injection_block:
php sgl_injection_block. php

Obtaining user operating options and details option 2

C:\ xampp', htdocs', sql_injection_block:>
php sgl.injection block.php -h

Ohtaining user operating options and details option 3
Co xampp' hidocs' sql_injection_block = php
sglinjection_block. php -help

I Oblaining Stailstics:

Firatly, it is required to take the command promp location
to “sgloinjection_block™ directory location and enter the
command,

“php sgl_injection_block. php —statistics™ or

“php sgl injection block.php -7,

Ohtaining statistics option 1
Co xampp' hidocsh sql_injection_block =
php sgloinjection_block. php -5

Ohtaining statistics option 2
Co xampp' hidocs' sqlinjection block:=
php sglinjection_block. php —statistics

When entering the above mentioned command for
the first time, it will be appeared as "Mo data!” duoe
to the absence of the “sospicious_ips™ file.  Before
obtaining the statistics it is regoired to parse the
apache log files as below fgure entering command
"PHP  aglinjection_block.php  —parse-apache-log -
path=C: xampp' apache’, logs' access. log™.

Initially, it is required to take the command prompt
location o “sgl_injection_block™ directory location and
enter the command,

“php  sglinjection block.php  —parse-apache-log  —
path=C:\ xampp' apache’, logs\ access. log™.
Parzing APACHE log files option 1
C:h xampp' htdocs', sql-injection_block:>
php sgl_injection block. php —parse-apache-log —
path=C: xampp', apache’ logs' access. log

Parzing APACHE log files option 2

o xampp' hidocs’ sql_injection block=

php agloinjection_block. php -a -C:'xampp', apache’,
logs'access log



Figure 2. Obtaining statistics
Source: Developed by the researchers based on the
research smdy

Firstly, it is required to take the command prompt location
o sglinjection_block™ directory location and enter
the command, "PHF sgl injection.block.php —statistics™
or”PHP sql_injection_block.php -87.

Obtaining statistics option 1
C:' xampp', htdocs' sqlinjection. Mock =
php sql.injection. block.php -5

Obtaining statistics option 2

C: xampp' htdocs’, sl injection. block =

php sql_injection_block.php —statistics
After parsing APACHE access log files, it is possible to ob-
tain the statistics {Figure 5).

2 Higtindng List of Black Livted 1P Addresses:

Initially, it is required to take the command prompt location
to "sglinjection block™ directory location and enter the
command, "PHP sgl-injection-block.php —list™ or"PHP
aglinjection_block. php -17.

Obtaining black listed IF addresses option 1
C:' xampp' htdocs sqlinjection Mock
php sgl-injection-block.php -1

Obtaining black listed IP addresses option 2
C:' xampp', htdoes' sqlinjection Mock =
php sql_injection_block.php —list

When entering the above mentioned command for the
first time, it is appeared as "Mo datal!™ doe to absence of
the "suspicious_ips” file. Before obtaining statistics, it is
required to parse the apache log files as in below (Figure 3)
entering command “PHP sql_injection_block. php —parse-
apache-log —path=C\ xampp' apache’, logs access. log™.

Firstly, it is required to take the command prompt
location to “sgl_injection_block™ directory location amd
enter the command, “php sglinjection_block.php —parse-
apache-log —path=C:% xampp', apache’ loga', accesa log™ —
path=C:\ xampp' apache’ logs'\access log™.

M CamnazPanct

Figure 3. Obtaining blacklisted [P addresses
Source: Developed by the researchers based on the
research study

Firstly, it is required to take the command prompt
location to “sgl_injection_block™ directory location amd
enter the command, "PHP sql_injection_blocl php —list”
or " PHP sgl_injection_block. php -17.

Obtaining black listed [P addresses option 1
i xamppihidoes' sgloinjection_block
php sglinjection_block. php -1

Obtaining  black  listed [P addresses
Chxamppihidoes' sgl injection block=
php sglinjection_block. php-list

option 2

Adter parsing APACHE access log files, it is possible to
get hlacklisted IF addresses.

3 Oblaining List of Block Listed TP Addresses with
Suspicious Activity Counl:

Firatly, it is required to take the command promp location
to “sgl_injection_block™ directory location and enter the
command,”PHP  sgl injection block.php-list — —count™
or"PHP sgl_injection_bloclphp -1 ™

Obtaining black listed IP addresses with suspicious count
option 1

C xampp' htdocs' sql_injection block==

php sglinjection_block. php -1 ¢

Obtaining black listed IP addresses with suspicious count
option 2

S xamppi hidocs' sql_injection_block=

php sglinjection_block. php—list —count

When entering the above mentioned command for the
first time, it is appeared as "No datal™ doe to absence of



the "suspicions_ips™ file. Before obtaining statistics it is re-
guired to parse the apache log files as below figure entering
command "PHP sglinjection_block.php —parse-apache-log
—path=C: xampp', apache’ logs' access log™.

4 Obtgining Black Listed 1Py with Suspicious Activity
Time:

Initially, it is required to take the command prompt location
to “sgloinjection_block™ directory location and enter the
command “PHP  sglinjection block.php  —list  —time”
ar”php sgl_injection_hlock. php -1 -t7.

Obtaining black listed IPs with suspicions activity time
option 1

C\ xampphidocs', sql_injection_block

php sglinjection_block. php -1 -t

Obmining black listed IPs with suspicious activity time
option 2

Ch xampp' hidocs', sql_injection_block ==

php sgl_injection_block. php —list —time

When enter the first time above mentioned command,
then will get "No data!™ due to absence of the "sus-
picious_ips” file.  Before obtaining statistics, have to
parse the apache log files as below figure entering
command "PHPsqgl injection bMock php—parse-apache-log—
path=C: xampp' apache’, logs' access log™.

Bl Commund Przmzt

Figure 4. Blacklisted [Ps with last activity time
Source: Developed by the researchers based on the
research stmdy

5 Obiaining Black Listed IPs with Suspiciows Activity
Cornt and Time:

[nitially, it is required to take the command prompt
location to “sglinjection block™ directory location and
enter the command, "PHP sglinjection block php —list
—count —time” o’ php sqlinjection_ block.php -1 -c -t7.

Obtaining black listed IPs with suspicious activity coont
and time option 1

C:' xampp', htdocs' sql injection Bock:

php sqlinjection_block_php -1 - -t

Obtaining black listed IPs with suspicious activity count
and time option 2

C:hxampp' htdocs', sql-injection_block:>

php sgl injection block. php —list —count —time

When entering the above mentioned command for the
first time, it is appeared as "No datal™ doe to absence of
the “suspicions_ips™ file. Before obtaining statistics, have
o parse the apache log files as below figure entering com-
mand "PHP sglinjection_block.php —parse-apache-log —
path=C:" xampp' apache’, logs\ access. log™.

B Cowneard Framph

Figure 5. Parsing APACHE access log files obtaining
blacklisted IPs with suspicions activity count and time
Source: Developed by the researchers based on the
research study

i Removing Black Livted TP Addresses and Adding lo
Wiite Lisi:

Removing Mack listed IP option 1
Co xampp hidocs’ sql_injection_block >
php sgl_injection block. php -r123.231 48,246

Removing black listed IP option 2
C xampp' htdocs' sql.injection block:=
php aglinjection_block.php -
romove=123 231 48.246

Figure 6. Removing blacklisted IPs
Soumrce: Developed by the researchers based on the
research smdy

£ Instolfation Process for Awlomated Process

This solation was designed for Windows Operating System
and later research will be continued for Linux Operating
System. This solution was designed with “XAMPP™ in-
staller and. At first, it is required to install “XAMPP™ soft-
ware.



I Setitng the Envirenmenial Variable Path to PHFP
Ferldler:

Setting the environmental variable path to PHP folder as
follows;

1. Firat, po to the control panel.
2. Then, go to "system™.

3. Next, go to “change setting™.
4. Then, go to “Advanced™ tab.

5. Then, go to environmental variables.

- - caa-emeea--@ - .
Figure 7. Environmental variables
Source: Developed by the researchers based on the
research stdy

6. Then, select the “Path™ environmental variable as in
the above “Figure 107 and go oo “Edit™ and click.

7. Then, click new and type or copy and paste the path to
the "PHP” folder as in the below figure, selected area
and click the “ok™ button.

B, Create the "sgloinjection_block.bat™ file as in below
(Figure #).

. R ey o, L LT

Figure 8. sgl_injection_block. bat file
Source: Developed by the researchers based on the
research stdy

In here, "cd <sglinjection_block directory path:-
"PHP «<path to the apache access log file>™ are in-
serted.

9. Then locate the “sglinjection block bat™ file in the
sgl-injection-block directory.

2 Adding the Bat File fo the "Toask Scheduler”:

. Go to the start menn and type “control panel”™ and
click it.

2. Then, go to "Administrative tools™,
3. Then, go to "Task schedular™.

4. Create new task"sqlinjection_block™. It is required to
set triggering settings for at least thircy minutes and
repeat activity after every thirty minutes and it is re-
quired to make sure not to set mn multiple processes.
Then, it is required to set settings as Quene.

5. Then run the task “sgl injection block™

o IP Addresses Blocking Frocess

After the vulnerable IP addresses are detected, the identi-
fied IP addresses will be added to the "suspiciouns_ips™ file.
Then, that suspicious IP address will be added to the ™ hiac-
cass” file tor access denied. When it is required to remove
a blocked IP address, then the [P address will be removed
from the  htaccess™ file.
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Figure 9. htaccess file inside
Source: Developed by the researchers based on the
research smdy

0 Performance Analysis and Evaluation of the Current
Syaterm

When the user requests and inputs malicious codes or any
input that cansed to SQL injection attack or any valid user
purposes, it will be compared with SQL injection primitive
attack patterns and then user requests and inputs will be
compared with specified patterns in the proposed system.
As well as, it such wser requests are matched with specified
malicious patterns in the proposed system, such nser input
attempts will be taken as suspicious attempts, and the IP
address of such attempts coming will be taken as the sus-
picious 1P address. If several such attempts are exceeded
more than a specified mumber of malicious attzmpts, then
that host TP address will be blocked automatically. All the
suspicions attempts will be stored in the “suspicions ips™
file. Blocked IPs added to another file called “Mocked ips™.
If it iz required to remove the blocked [P address from
the list, this solution has a facility to do that It was



explained earlier. User input times will also be stored in
the “suspicious_ips” file, which will be able to analyvse later.

As the first step, it is required to set the path o APACHE
access log files in the “apache_acessbat™ file. Then it
iz required to connect to the task scheduler, and it is re-
guired to set the interval of time that want to mn reiter-
ately. Source code files have to be located and it is required
to pive path of the "sgl injection_block. php™ with suitable
parameters in the bat file. All the installation and operat-
able processes will be mentioned later in a detailed manner.
Adter installing the Apache access log files, it will be ana-
Iysed after the specified period in the task scheduler, and all
the suspicions user attempts in the apache log files will be
stored in the “suspicions ips™. If user suspicious attempis
are more than the specified count of the source code, then
that wser will be hlocked anmtomatically and added to the
"Mocked ips™ list. If it is reqoired to remove some identi-
fied blocked IP from the blocked IP liat, it will remove such
IP from the blocked IP list. Such operations wers men-
tinned in a detailad manner earliar with commands. POST
or GET user inputs will be analysed, and therefore any
POST or GET malicious user inputs will be blocked with
this solution. After processing of the "suspicious_ips”™ file,
if smspicious pattern, matching count is exceeded the spe-
cified count in the proposed system, then such [P addresses
will be added to the * htaccess™ file as “deny access | [P ad-
dress;”. Then that IP address will be blocked for external
nsers tor internet access.

Figure 10). Blacklisted [P addrasses
Somrce: Developed by the researchers based on the
research smdy

The detailed results are descriptively elaborated under the
section of Results.

IY RESULTS

Under this section, the statistics of the user requests
are explained. The result issuing command, namely,
"—sratistics”, the most active top five addresses termed
127.000.1, 43,250 2400152, 9317493 1449, 103.242.0.73
and 103.45.9.123 were obtained. The recorded occurrence
of the IP address of 127.0L0L1 was 254448, The recorded
occurtence of the IP address of 43. 250 2400152 was 6042
The recorded occurrence of the IP address of 93,174 93149

was 1558, The recorded occurrence of the IP address of
103.242.00.73 was 1444, The recorded occurrence of the IP
address of 103.45.9.123 was 1444,

Figure 11. Analysed user request statistics
Source: Developed by the researchers based on the
research study

The analvsed and processed statistics of user reguoests,
which the users requested, are descriptively displayved (Fig-
are 11). The counted malicions attermpts and the top five
IP addresses are descriptively displayed in Figure 12, Fur-
ther, the last activity time figures also are displayed. The
last activity recorded date and time for [P address 127 00,1
was 2018-08-01 at 14:22:07.  The last activity recorded
date and time for IP address 43. 230240 was 2018-10-1(y ac
13:47:23. The last activity recorded date and time for IP ad-
dress 93.174.93. 149 was 2018-06-25 at 13:02:56. The last
activity recorded date and time for IP address 103.242.0.73
was 2001 5-06-12 ar 09:31:42. The last activity recorded date
and time for IP address 103.435.9.123 was 2008-05-22 at
(07:40:52. According to the second table of Figure 16, the
last five IP addresses with the last activity details are dis-
played.

A Listing af Black Lisied TP Addresses

According to figure 16, they were obtained using the "list”
command in the console. IP address blacklist happened duoe
o the host trving for vulnerable patierns as HTTP requoesis
several times. After exceeding the predefined maximum
count, 1P addresses were blacklisted as valnerable 1P ad-
dresses. The results of the listing of blacklisted IP addresses
iz descriptively displayed.



B Comesnd Fromp

Figure 12. Listing of blacklisted IP addresses
Source: Developed by the researchers based on the
research sudy

The above mentioned “Listing of blacklisted IF ad-
dresses”. Listing of blacklisted TP addresses that user
requests are coming from. The IP addresses mentioned
in "Figure 117 shows requested vulnerable requests more
than the specified vulnerable attempt count in the pro-
posed solution.  After entry of the statement termed,
“"Deny from <IP address=" to the " htaccess™ file, ac-
cessing the webserver was blocked for that specific [P
addrass.  "403 forbidden™ Error occorred after that host
rried o access apain.  The blacklisted IP addresses
are 12323148246, 139.162.116.133, 43241 25289,
432502400152, 43250242203 43250242161, and
43250242 107 were received after analysing of apache ac-
cesslog file. If it is required to remove some IF addresses
from the blacklisted list, then it will not appear in the black-
listed IP address list and that 1P address will be able to
access the webserver contimaously without any hindrance.
Then, IP details of the "sospicions IPs” file will be up-
dated stored in the “suspicious_ IPs™ file. "—remove = <
IP addrass =7 command used to remove [P address from
the blacklisted IP address list. After analysing apache ac-
cesslog files, these blacklisted IP address details will be
stored in the “suspicious IPs™ file and then later also could
be able to analyse and will be able to pet the backup cop-
ies. When using the “—list” command other details such as;
blacklisted time, suspicious occurrences count, last activity
time like such details reparding that TP address will not be
displaved, and only the IP address will be displayed. If such
details are required, then it is requoired to enter other com-
mands and that commands will be explained in a detailed
manner later.

B Listing of Black Listed IP Addresses with Suspiciows
Attermpt Conrit

According to figmre 18, the resmlts of listing hlacklisted
IP addressas with a count of vulnerable activities tried as
HTTP requests are descriptively shown. When using the
"list —count” command other details such as; blacklisted
time, last activity time like such details regarding that 1P
address will not be displayed and only IP address with a
count of occarrences of vulnerable actrvities as HTTP re-
guests will be displayed. It such details are required, it is
required to enter other commands, which will be explained

later. Afier issuing the "—list —count™ command, blacklis-
ted IF addresses with valnerable activity connt is shown in
figure 17, 3.3 listing of blacklisted IP addresses with sus-
picious attempt comnt™.
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Figmre 13. Liating of blacklisted IP addresses with
suspicions attempt cownts
Source: Developed by the researchers based on the
rasearch study

Above mentioned “Listing of blacklisted 1P addresses
with suspicious attempt count” provides the listing of
blacklisted [P addresses that nser requests with suspicious
attempts count in front of them. In here 123231 48246,
139.162.116.133, 43.241 252 B9, 43350240152,
43250242203, 43250242161, 43230242107 were
the hlacklisted IP addresses. The blacklisted TP address
123.231.448.246 was recorded with 225 vulnerable activity
counts. The blacklisted 1P address 139.162.116.133 was re-
corded with 11 vulnerable activity counts. The blacklisted
IP address 43 241 252 89 was recorded with 254 vulnerable
activity counts. The blacklisted IP address 43.250.2400.152
was recorded with 260 walnerable activity counts. The
blacklisted IP address 43.250.242 203 was recorded with
14} valnerable activity counts. The blacklisted IP address
432500242161 was recorded with 76 vulnerable activicy
counts. The blacklisted IP address 432500242107 was
recorded with 1136 vulnerable activity counts.  After
analysing apache accesslog files, these blacklisted IP
address details were stored in the "suspiciouns_IPs™ file.

There is a PHP function called “parseFile” in the
Apacheaccesslogparser.php file and within that function,
new [P details were added to the "suspicious IPs™ file.
When issoing the command “—list —count”, these details
were aken from the "suspicious_IPs™ file. YWhen using the
“list —count” command other details such as; blacklisted
time, last actrvity time like such details regarding that IP ad-
dress were not displayed and only blacklisted IP addresses
with vulnerable activity count were displayed. It such de-
tails are required, then it i3 necessary to enter other com-
mands and that commands will be explained in a detailed
manner well ahead.

C  Ligitng of Black Listed IP Addresses with Last
Suxpicions Attempt Time
The results of the blacklisted IP addresses with the last

activity time is displaved in figure 19. The results were ob-
tained using the "—list —time™ command in console. After



analysing apache accesslog files these blacklisted IF ad-
dresses and other details will be stored in the "sonspi-
cious_[Ps” file, and when issming the command “—list —
time”, then these details will be taken from the "sonspi-
cions IPs” file.

B Sammsad Pram

Figure 14. Liating of blacklisted IP addresses with last
suspicious atempt times
Source: Developed by the researchers based on the
research study

The above mentioned “Listing of black listed IP addresses
with last sospicions attempt time™ (Figure 14) shows
the listing of black listed 1P addresses that user requests
coming from with their suspicious last attempted time in
front of them.

In here, 123.231 48 244, 139.162.116.133,
43241 252 849, 43,230 240,152, 43230242 203,
43250242161, 43250242107 were the hlacklisted
IP addresses. The blacklisted IP address 123.231 48246
was recorded with the last vulnerable activity date and
time as 2018-10-11 at 06:51:4(). The blacklisted IP address
139.162.116.133 was recorded with the last vulnerable
activity date and time as 20018-10-16 at 11:25:01. The
blacklisted IF address 43.241 252 89 was recorded with
the last volnerable activity date and time as 2008-10-09 at
1(1:04:59. The hlacklisted IP address 43.230.240.152 was
recorded with the last vulnerable activity date and time
as 2018-10-10 at 14:31:0%9.  The blacklisted IP address
43250242203 was reconded with the last vulnerable
activity date and time as 2008-10-23 ar 10:4M:38. The
blacklisted IF address 43.250.242.161 was recorded with
the last vulnerable activity date and time as 2008-12-04 at
(50026, The blacklisted IP addreas 43.230.242. 107 was
recorded with the last vulnerable activity date and time as
MNE-12-04 at 06:13:16. These details were added to the
“suspicious IPs” file from the "Fiplnfo™ array. The new
IP details were added to the “$ipInfo™ array within the
" Apacheaccesslogparser.php™ file. A PHP fonction called
"parseFile” was included there and within that fanction,
new [P details were added to the “suspicious IPs™ file.

D Listing of Black Listed IP Addresses with Suspicious
Alternps Cownt and Lasi Suspicious Atlemp Time

The reault of listing blacklisted IF addresses with the last
activity time and count of suspicions activities are shown

below (Figure 15). That resulis were obtained using the ™—
list—count —fime™ command in console.

Figare 13. Listing of blacklisted IP addresses with
suspicions attempt count and last suspicious attsmpt time
Source: Developed by the researchers based on the
research study

Above mentioned “Listing of blacklisted 1P addresses
with suspicious attempt count and last suspicions attempt
time” with the listing of blacklisted [P addresses that nser
requasts coming from with their suspicions last adempted
time and suspicious atempt count in front of them. In
here 12323148246, 139162116133, 43.241 25289,
43.250.240.152, 43.250.242.203, 43250242161,
432500242107 were the blacklisted IP addresses. The
blacklisted IP address 123.231_48.246 was recorded with
the last valnerable activity date and time as 2008-10-11 at
06:51:40 and the count of yulnerable activities as 225. The
blacklisted IF address 139.162.116.133 was recorded with
the last valnerable activity date and time as 2008-10-16 at
11:25:01 and the count of vulnerable activities as 11.

The blacklisted IP address 43,241 252 80 was recorded
with the last sulnerable activity date and time as 2015-
10-09 ar 10:04:59 and the count of vulnerable activities
as 254. The blacklisted IP address 43 250240152 was
recorded with the last vulnerable activity date and time as
2018-10-10 ac 14:31:09 and the count of vulnerable activit-
ies as 2600, The blacklisted IP address 43,250,242 203 was
recorded with the last vulnerable activity date and time as
Z2018-10-23 at 10:06:38 and the count of valnerable activ-
ities as 140, The blacklisted IP address 43.250.242 161
was recorded with the last vulnerable activity date and
time as 200 8-12-04 at (05:00:26 and the count of yulnerable
activities as 76.

The blacklisted 1P address 43 250,242, 107 was recorded
with the last sulnerable activity date and time as 2018-
12-04 at (06:13:16 and the count of vulnerable activities as
1136. After analysing apache access log files these black-
listed IP addresses and other details were stored in the "sus-

picious_IFs" file, and when issuing the command “—list —
count —time™, then these details were taken from the "sus-

picious_IFs™ file.
£ Apache Accesy Log File Analysiv

The results of parsing Apache access log file analysis is dis-
played below (Figure 16). That results weare obtained nsing
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the "—parse-apache-log —path = <path to the Apache ac-
cess log file=" command in console. In here, “suspicious
IP addresses before processing: 767 means, before parsing
Apache access.log file for the processing which was pre-
viously stored suspicions IP addresses count in the ™suspi-
cions_IPs” file is 76, When single sospicions activity was
encoantered from an 1P address, then that [P address was
taken as a suspicions IF address. Further, it became a black-
listed IF address when exceeding the predefined suspicious
activity count.

i

Figure 16. Apache access log file analysis
Source: Developed by the researchers based on the
research study

Above mentioned “Apache access log file analysis™
in "Figure 167 shows the listing of blacklisted IP ad-
dresses that nser requests coming from with suspicious
IP addresses count before processing, Blacklisted IP
addresses count before processing, Total vulnerable
pattern match coant, suspicious IP addresses count after
processing, Blacklisted IP addresses count atter processing.

Here, "Blacklisted 1P addresses before processing was
117 means, before parsing Apache access log file for pro-
cessing. Previously stored blacklisted IF addresses count in
the "suspicious_IPs™ file is 11. Here total valnerable pattern
match count was Y783, Here "sospicions IP addresses after
processing: 777 means, after parsing Apache access.log file
for processing total stored suspicious IF addresses count in
the “suspicious_IPs"™ file is 77 and new one suspicious 1P
address added to the “suspicious IPs™ file after parsing the
Apache access log file for processing.

Here "Blacklisted IP addresses after processing was 117
means that after parsing Apache accesslog file for pro-
cessing, the total stored blacklisted IP addresses comnt in
the “sonspicions_IPs” file was 11. It means no new blacklis-
ted IP address was added to the “suspicions_IPs™ file.

F Remeving Blocklivied 1P Address

The removal of blacklisted IP addresses is shown below
(Figure 17). That resulis were abtained nsing the "—remove
=« IP address =" command in console. After removing the
blacklisted IP address, it was stored in the “suspicious_IPs”
file.
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Figmre 17. Removing blacklisted IP address
Somrce: Developed by the researchers based on the
research smdy

Figure 17 shows removing blacklisted IP addresses and
after removing that IF address, all suspicions activity count
of that IP address, last activity time of that IP address. All
blacklisted IF addresses are listed hereatier, removing the
specified IF address. When removing some [P addresses
from the blacklisted IP address list, it did not appear in the
blacklisted IF address list and that IP address was able to
access the webserver continuously without any hindrance.
Then IP details of the "sospicions IPs” file were updated
and stored in the “suspicious 1Ps™ file then: later can be
analysed and will be able to pet backop copies. The com-
mand “—remove = < IF address = 7 was used to remove an
IP address from the blacklisted 1P address st Removing
blacklisted IP addresses will do from handling ™ htaccess™
file. In here, ™ htacess™ was wsed to block vulnerable hosts,
adding “Deny from <ipaddress =" code inside it, and this
code will be added to every vulnerable blacklisted IF ad-
dress o block the server access. Then it will be given a “403
Forbidden™ error to the vulnerable host preventing access to
the server. After removing the blacklisted IF address from
the blacklisted list, then “"Deny from <ipaddress:=" entry
will be removed from the ”_htaccess™ file for the relevant
remaoved IP address.

O Test an Evaluation of Finel Host IP Address Blocking

TR |

Figure 18. Host public IP address
Source: Developed by the researchers based on the
research sdy

Above Figure 18 shows the tested valnerable host public IP
address (43.250.242.107).



Figure 19. Blacklisted IF addresses
Somrce: Developed by the researchers based on the
research smdy

Above figonre 15 shows the black listed vulnerable host
public IP addresses. Above figure 19 shows that the public
IP address (43.250.242.107) did not belong o the black
listed [P addresses after removing the public IP address
(43.250.242 107} from black listed IP addresses list in
figure 201

Wulnerable host (public [P address (43.250.242.107))
was trying o access a web server (public IP address
(43.250.242.107)) with vulnerable user inpais ™ or’1’=17
contimaonsly and after the exceeding of maximum count
of vulnerable accesses [P address, 43.250.242 107 added
to the blacklisted IF address list.

Figure 2. Tryving to access weh Server with vulnerable
codes
Somrce: Developed by the researchers hased on the
research smdy

Above figure 20 shows the IP address, 43.250.242.107 ad-
ded to the hlack listed IP address list.

Figure 21. Trving to access web Server after vulnerable
host Macklisted
Source: Developed by the researchers based on the
research smdy

Above figure 21 shows web resuolts when trying o
access web server after wvulnerable host (IP address
432500242 107) got Macklistad with a legitimate URL.

¥V DISCUSSION AND CONCLUSION

The proposed solution for SQL injection prevention facil-
itates the continuous monitoring of suspicious activities.
Conterring to this proposed solation, there is no require-
ment for the user to be concerned about monitoring 1P ad-
dress blocking activities in web applications. Further, the
proposed solation automatically blocks the valnerable hosis
wsing its IP address. Moreover, the proposed solation fa-
cilitates a listing of blocked IP addresses it the user needs
to remove some IP addresses from the blacklisted IP ad-
dress list. As well as, the user could be able to customise
the blacked IP address list according to his will. Further,
this proposed solution facilitates the user to view the last
activity time of the suspicions IP addresses with the sospi-
cions activity count: then, the user will compare each of the
suspicions IP addresses. In view of that, all the suspicious
activities will be stored in a file, including suspicious activ-
ity time and activity count; then, the user will be able to
process later or analyse such details farther, and soch data
backops are also ahle to take. However, the proposad solo-
tion is designed mainly for "Windows™ operating svstems
and have to install "XAMPP™ or "WAMP™ software, which
is freely available on the internet. The proposed solution is
composed of a set of valnerable user HTTP request patterns
& it is recommended to add more valnerable user HTTP
request patterns. Then the nser faithfulness to the proposed
system will be increased. Further, it is recommended to use
XAMPP version 7 or above. Finally, the proposed solution
is recommended for “Windows 77 or above.
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ABSTRACT Travelling is one of the biggest problems faced by the visually impaired commnics in their day today life. Bven though the visally
impaired people have their oan methods for ravelling soch as with the ald of white canes and guide dogs, those traditional methods have 1o
of difficaltes and i ssnes. Becanre of thode § ssnes, researches has paid agention to develop asgistive technologles which can help the visoally
impairad community for their day today ravelling. Although the asaistant technologies are developed in the past decades, the visnally impaired
commuonity faces a lot of isanes when using tem becanse of the Dizabilioy Digital Devide. As a resul of this, mumber of systems and techinologies have
been introduced o the word. Those rystems ose different technologies like vision modoles, senaors and GITS maps boc most of those gystems ane vision-
based and they nse different approaches to develop their vizion modules mich as deep learning, reinforcerment learning, stereo imaging, enhanced
image processing techinigues, ete. So in this paper, we will focus on tse vision-based systems o find the opimal way of developing a vison-hased
asgiatant gystam for visnally impaired peogple by stadying those technologies and by comparing and contrasting twes technologies while nndesstanding
thiir used rmodoles algorthms, efficiency, nrability, functionalities and their sdvantages and disadvantages.

INDEX TERMS: Computer Vision, Deep Learning, Smart Wearable.

I INTRODUCTION impaired people becanse most of the technological devices
like computers and mobile phones are vision-based operat-

With the help of the development of new technologies, the  ing devices. Mowadays most of the assistive technologies
world iz focusing on using assistive technologies to help  are widely used in smartphones boe visually impaired
people with disabilities to accomplish their daily tasks people face different kind of problems using smartphones
easier and more efficiently in work, education, commu-  such as it is hard to perform specific tonchscreen gestures,
nication, traveling, entertainment and other day-to-day unawareness of supporied pestores in current app, getiing
activities. These new technologies and devices have helped  lost while using an app and having no way to correct it,
te enhance the quality of the lives of differently-abled Unable to scroll theongh lists, slow screen reader, lack of
people in many ways. Among those, assistive technologies  knowledge about the meaning of specific sounds, slow
that improve the mobility of blind or visually impaired text input, changing the written text is hard, unable to find
persons were given specific attention. the desired option, etc.[2] Also voice commanding and
andio feedbacks have issues like difficulty of recognizing

Vision is considered as one of the most used and d0dio feadback and commands in noisy surroundings,
powerfal sensing method human have. According to World  The acoustic feedbacks are not enough to give relevant
Health Organization around 220 million people worldwide —information, using voice commands in public is aot good

have a visnal impairment. Among them, 40 million are  for visually impaired person’s privacy. [3] Even in computer
blind and 180 million have low vision.[1] and web related applications, there are usability issues for

wisually impaired peoples such as they cannot interact with
Although the new echnology makes oor life much software in[erfao.es, can’t navigate fmm k(.eybnard arrow
pasier, there is still a divide between those who are not  KE¥S, screen reading software compatibility issues, etc.[4]
differently-abled and those who are differently-abled to use
those technologies. This gap is known as Disability Digital Becanze of those described problems, researchers tried
Divide. This gap becomes larger when it comes to visnally to develop assistive wearable devices which is specially
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design to give high uvsability to the vismally impaired
people. Among this devices, navigation and travelling as-
sistant devices take a major place becanse travelling is one
of the major problems facing by the visually impaired com-
munity. Generally, a Vision-Based Obstacle Avoiding Svs-
tem has three major components named Vision Input Mod-
nle, The Processing Modules and the Feedback Module.

I'nvironment

Vision Input Module

Processing Modules

Feedback Module

Visually Impaired User

Figure 1. Flow of the process
Source: Author

he vision input module basically takes data from the
gnvironments as sequence of imape frames or as sensory
readings and inputs to the processing module. To take
image frames as inpuis, these systems use monocular
cameras, stereo cameras and vision-related sensors like
the Kinect sensor. For the sensory readings, most of the
aystems use IR sensors, Laser range finders, and Ultrasonic
RENAOTS,

Most of the time the output model is just a simple
module that can give the relevant feedbacks to the visually
impaired person. It generally have feedback moduales like
earphones and vibration modules.

The processing module can be a computer or a micro-
controller which is responsible for the creation of point

clonds, depth maps and the detection of edges, corners and
other obatacles. This module is the most complex one in
the system. Different systems use alternative methods and
technologies to develop the processing modale.

The designed and developed travel assistant devices use
different techiologies for the processing module according
to their targeted functionalities. Most of the devices
which were designed for indoor environments, wses short
rage obstacle avoiding sensors like ultrasonic sensors,
Radio-Frequency Identification (RFID} technology and
models like ARIANNA (pAth Recognition for Indoor
Assisted NavigatioM with Auvgmented perception) to
identify different places, objects and paths in an indoor
environment. But when analyzing the systems designed for
the outdeor conditions, things get somewhat complicatecd.
Most of these outdoor navigation systems have several
maodules. The main module is the vision modale. Generally
this modnle consisis of a camera module.  Stereo vision
systems uwse 2 cameras {(stereo cameras) and monocular
vizion systems use only one camera Some of the systems
also nsed depth sensors like Kinect sensors to identity and
calculate the position of obstacles. These systems also
mse GPS modules to track the outdoor location and give
some specific functionalities, The other main module is
audio feedback module. Almost all the systems use audio
feadback module because andio feedback is the easiest and
the most suitable way to interact with visually impaired
people. These feedbacks is mostly used o give warnings
and also to give relevant instructions.  In the upooming
chapter describe about those technologies and systems are
described with more details to understand what are the pros
and cons of those systems.

The rest of the paper organized as follows. Section II
present backpround and related work in this field. Section
T will summarize about the nsed technologies, algorithms
and also compare and contrast them. Section I'V will dis-
cuss about the conclosions we can made by comparing and
analyzing different systems and section ¥ will give the ret-
EEnCes.

I RELATED WORK

A number of researchers have studied about different tech-
nologies which is applicable to find a reliable solution to
this problems facing by the visually impaired commuonity.
They have developed several systems which can give fair
ontput using technologies like monocular and stereo vis-
ion with deep learning, reinforcement learning and other
alporithms, RFID, ultrasonic technology, IR echnologies,
GGPS, laser technologies, etc. But each of those systems
have their own advantages and dizsadvantages in different
sections like usability, reliability, speed, cost, etc. So, to
get a clear idea about them it's betier o review the systems
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developed by those different technological approaches.

A Deep Learning Approach

One of the popular technologies that used in these systems
is the Deep learning approach. An interesting work done
by 5t Francis Institute of Technology[5] uses four-layered
Comvolational Neural Network (CNM) which can scan the
surrcandings, detects and classifies the nearby ohjects as
well as the distances to those relevant objects with a re-
sponse time of 30ms. I also uses an ultrasonic sensor to in-
crease the accuracy of the measared distance. This system
nzes andio feedback and vibrations to alert the VIPs. The
worl [6] provides technology with rensable way-finding
with obstacle avoidance. To predict the navigation ac-
tions, they have trained a Recurrent Neural Metwork and
for obstacle avoiding, they have fine-tuned a Convalutional
Neuwral Netwaork model. The paper [7] also shows how
Convolotional Meural networks can be nsed to estimate the
Transmission map for obsacle detection.

B Image Processing Technigues and Algorithms

Most of the systems use improved compuier vision al-
gorithms to Develop vision-based assistant systems for
visually impaired people. The system [8] is an indoor-
ontdoor Navipation System specially designed for people
who have low vision. This model nses ARTANNA (pAth
Recognition for Indoor Assisted NavigatioM with Augmen-
ted perception) which is an indoor localization and navig-
ations svstem. For outdoor conditions, it uses a computer
vision system with several measurement sensors. The svs-
tem has Geometry Based Path ldentification which uses
canny algorithms to detect path searching lines by image
inputs. To improve the accuracy of those input images the
gystem uses traditional image enhancement technigoes like
Ganssian smoothing and other enhancement filters to re-
duce noise effects. Atfter the images convert into the canny
form it can it process them to detect edges, lines and slopes.
Color-Based Parh identification is a functionality that malke
this system much better. Using this technology, the build-
ings like hospitals can apply color stripes on the floor and
by detecting them the system can assist the visually im-
paired person. The system uses both the inertial sensors
and the camera of the smargphone of the user as sensors

C Siereo Vision

When we consider about the systems which are using
image processing techniques and algorithms, most of the
researchers have paid aftention for using stereo cameras
hecause stereo cameras make it easy to calculate the depth
and other details in the 3d space. The technics of these
systems are mainly based on optical flow which can be
described as the pattern of apparent motion of objects,
surfaces, and edpes in a vismal picture induced by the
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relative motion between an observer.

The system in [9] developed in university of Alcala gives
a reliable way to detect obstacles in outdoor environment
and alert VIPs by andio feedbacks. As the first step, the
ground plane detection is done using RANdom SAmple
Consensus which iz known as (RANSAC). Next the system
does the Stereo Rig Calibration and Rectification to cre-
ate the disparity map and calculate %, ¥ and £ coordination
of obstacles. The intrinsic parameters and distortion para-
meters of each camera, as well as the extrinsic parameters
(rotation, translation) between cameras, are estimated in the
steren rig calibration issue. Both cameras are calibrated in-
dependently and obtain the intrinsic calibration matrix for

each of the cameras.
fr 0 ug

0 £ v
B 0 1

Where wp and wn is the principle point of the camera and [,
and [, are the focal lengths. The rotation matrix between
cameras RLR is the identity matrix, and the translation vec-
tor TLR encodes the baseling B of the rectified stereo rig.
When (uy, wg, v} are the stereo image projections of the
same point (hecanse in steren images v, = vr = ¥), We can
calculate X, Y and Z 3D point coordinates with respect o
camera by using following equations.

B
o (up — u;)

K

A
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After finding X, ¥ and Z we can find the distance and angle
of the object by using the given eqoations.

Distance = /X% + 7%

tan~! (=)
r — tdn —
X

After that the polar cumulative grid is projectad onto it for
counting abont potential obstacles in the groond plane.



Figure 2. Creating the polar grid after calculation [10]

The system [11] also asing the stereo imaging with object
collision detection algorithm. [t uses the disparity image or
depth map as the previously discussed work[9]. That com-
puter vision syvstem is integrated with Blavigator prototype
which is developed by University of Tris-os-Montes and
Alte Doaro (UTAD) known as a cheap easy to nse mobile
navipation system for visually impaired people providing
ways to get to a given location and, while doing so, provid-
ing contexiual information about obstacles and points-of-
interest (POI) like zebra-crossings, building entrances by
wsing GIS data and location data.

D Reinforcement Learning

Some researchers has tried to use monocolar vision with
reinforcement learning instead of stereo vision. In works
like [12], they have proposed an alporithm that learns rel-
ative depth by monocular vision (onl¥ from single image)
in omtdeor environments. They have collected thousands
of images with a laser range scan which gives the nearest
obstacle in each direction of the image. Using that dataset,
they trained the system with supervised learning algorithm
and the system was able to accurately estimate the nearest
object in the vision after the training.

E  Navigation Robols

In the developed countries most of the visually impaired
people use trained goide dogs in their day today travelling.
Following that format, researchers have tried to develop as-
sigting robots to guide the visually impaired people. The
work like [13] and [14] nses robot assistants instead of
smart wearahles. These systems also has a stereo camera
vision module. And they use some sensor modules like
laser range finders and LiDAR in addition to the cameras
to detect the obstacles. These systems use a tactical handle
as the main feedback technology. It uses vibro-tactile feed-
back on the handle to convey directional information to the
TSE.

Vibration motor P
Left vibrator I:

-
i

Soft materiall

{
[ Speed down button T

Figure 3. Modified suitcase handle with vibro-tactile
feedback. [14]

F Vivion and Depih Combined Seasors

When we study about the compuier vision moduoles the
most popular method is vsing cameras. However we can
also use vision and depth combined sensors like Kinect
sensor instead of cameras for special tasks like obatacle
detection.  Kinect sensor is Microsoft’s motion sensor
add-on for the Xbox 360 gaming console. It has an RGB
color ¥GA video camera, a depth sensor, and a multi-array
microphone. The camera detects the red, green, and blue
color components as well as body-type and facial featres.

The aystem [13], [16] and [17] are good examples for the
systems which are using Kinect sensor and depth sensors
for obstacle avoiding smart wearables. The obstacle avoid-
ing of this system work in several steps. The point clowd
registrafion stage seeks to create point clond using inform-
ation from the Kinect sensor like color, depth, and acceler-
ometer data. To create the 3D point cloud from Kinect data,
x, ¥ and z coordination are calculated using this equations.

PSDX = (x¢‘ - Cxc) X dﬁpfh(xﬂ_yﬁ)
fx.
P3D, = e — cye) ><_ depth(x., ¥;)
f¥e
PBD}, = deptih(x.,V.)

where xc and ye is the pixel coordinate in color image, cxc,
cyc, T xe, Ty is taken from color intringic matrix, depthixc,
wyejis the depth value of pixel.

As the next step, plane segmentation is done to determine
the dominant places from the point cloud by using the plane
segmentation method proposed in [18] that permits real-
time segmentation of point cloud data inte various planes.
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After processing plane segmentation step, Groand and wall
detection is done as the last step.

Figurs 4. Plane segmentation and ground and wall
detection results: a point cloud; b segmented planes; ¢
detected ground (in blue) and wall planes (in red)[15]

The work [16] iz also using the Kinect sensor bot in addition
to creating the depth map it uses typical imape feature de-
tecting algorithms like Sobel edge detector to detect edges
clearly, and Harris & Stephens detector to detect the comers
of the objects in the vision and finally bobs that shows the
optical fow is detected using the SIFT detector.

oI DISCUSSION

This section of the paper provides a brief discossion on
the worlks, there pros and cons, suggestions and challenges
we stodied in early chapter. First it is better to summarize
abwut the different approaches tor the vision based obstacle
avoidance and assistant systiems becanse it is easv [0
compare and contrast to identify their plus and weak
points after summarizing all the systems. In the following
table we will categorized the system according to the
technological approaches they used and the advantages and
disadvantages of those approaches.

When comparing the ditfersnt technical approaches men-
tioned above, they have their own advantages and dis-
advantages. A highly acceptable system should consider
ahout technical factors or fanctional requirements like reac-
tion time, accuracy, reliahility as well as the non-tunctional
requirements like nsability, mobility, cost, etc. But achiey-
ing this requirements is a challenge due to many reasons.

A Cost

Generally, the visually impaired community is lower paid
than others so the cost of the device is a critical fact for
them. The vision modole (camera or sensors), the pro-
cassing unit {computer or microcontroller) and, the power
supply will be the main components that atfect the final
cost. By using technologies that use lower computing
power, we can complete the system with a low-power pro-
cessing unit. Also, it is important to use technologies that
mse low-cost vision modales (unlike costly vision modules
like steren cameras).

B Size and Maobility

Since these systems are traveling assistant sysiems, they
have to be small in size with higher portability and it is bet-
ter if the system could be developed as a wearable device.
But the challenge is most of the technological approaches
need high computing power and need to operate in real-
time 50 most of the times it is necessary to move for larger
computers or microcontrollers and that will be a challenge
to make the system smaller. The other main factor is since
we need to operate these svstems in ootdoor traveling for a
longer time we nead to add larger batteries for more battery
capacity.

C  Reguire Higher Accuracy

The result of an error in this kind of system can be critical.
S50 the svstem must provide very high accuracy amd
reliahility o the user.

S0 we need to find the best approach to achieve the
given reguirements while facing those discossed chal-
lenges. When we consider about the physical design of the
gystems, amart wearables with low weight is always gives
more mobility and for any kind of place. But the heavy
systems like navigation robots can’t be used in places like
staircases. And when consider about the sensor and vision
modules single camera module are cheaper than siereo
camera modules and for distance measuring, sensors with
laser technologies always give more accurate outputs and
mare range but higher on cost. 8o we need to select the
senzors caretully according to car needs so we can develop
a high reliable, accurate assistant device with high usability
to address the day today travelling problem of visoally
impaired people.

The tollowing table will facilitate you to compare the re-
latable have a clear idea about the relatable technologies,
wzed module and the advantapes and disadvantages of each
technological approach.

IV CONCLUSION

Travelling is one of the main problems facing by the visn-
ally impaired community in their day to day lives. Al-
though lot of assistive technologies are available, most of
them are not user-friendly for visually impaired people be-
cause of the Disahilicy Digital Divide gap. It is hard to
nse mobile applications and web based applications spe-
cially for visually impaired people. So smart wearabhle
devices has to come forward to help them in their day today
travelling and develop the navigation capabilities. Vision
based obstacle avoidance and assistance technology is the
mast popular approach to address this problem. The related
worls shows us it is important to use echnologies with high
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Table 1. Monocular vigsion with machine learning other algorithms

Technological | Descripfion Modules Advantages | Disadvan- | Refere-
Approach Used tages nces
Deep leaming | Deep leaming approach can give Camera, Low Complex | [3]
models accurate localizarion and navigation | Ultrasonic | reacrion training [6]

instmetions. Recurrent Neural Sensor thme| S0ms). | process [7

Nerwork and Convolutional Neural High

Network is vsed in training and Accuracy,

recognition process. Low cost
Image By using the image processing Monocular | Low cost Low [8]
processing technigques which identify edges, Camera accuracy
techniques lines. corners and idenrifving when
and other obstacles using ihem. comparing
alzorithins with other

techmicues

Reinforcement | Collect thonsands of images witha | Monocular | High Need very | [12]
learning laser range scan which gives the Camera Accuracy, | large data

nearest obstacle in each divection of Low cost sel for

the image. Using that daraser, train Ligher

the systemn with a supervised accuracy

leamming algorithm. It gets more

accurale with larger datasels.

Table 2. Special Camera Technologies and Sensors

Technological | Description Modules Advantages | Disadvan- | Refere-
Approach Used tages nces
Stereo Calculating 31 coordination using | Stereo Not too High cost [ [9]
imaging two images captured at the location | Cameras complex, for the [11]

buy from two cameras. And create Low cost vision

the disparity map and estimate the module

ground plane for detect the (stereo

obstacles. Cameras)
Cabot, Robots (not wearable) developed Cameras, High High Cost, | [13]
Wavigation with main vision module with many | Ultrasonic | reliability | Less [14]
robots sensor modules for scan and SEMIS01E, mobility

identify the obstacles, LiDAR,

Laser
technologies

Vision and These systems are designed with Kinect Low Sensitive | [15]
Depth sensors | depth and vision combined sensors | sensor, reaction to infrared | [16]

like Kinect sensor which make it Depih rime and highly | [17]

easy o caleulate x, y. 2 coordinates | sensors reflective

and optical flow for detect obstacles objects.

edzes, comers and ground plane.
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accuracy and reaction time bt also need to have high nsab-
ility, mobility and low cost. The computer vision systems
with deep learning, reinforcement learning, enhanced im-
apge processing technigques with relevant cameras or S2nsors
have given acceptable solations for the addressed problem
in the related works. With adding relevant upgrades with
the newly updated technologies to those systems, they will
give tair service for visoally impaired community to make
their day today travelling easier and efficient.
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ABSTRACT Tn today's competitive market, understanding s customers ia a key to the snocess of any buosiness. The market containg
various costomes subgroaps that can be distinguished based on parchasing habits, dme spent, product selection, and travel path. To identify the partem
hidden inside these suhgroups, is needed tw we real data as it reflects the ordinary behavionr of the ¢ ustomerns. Analyais of te travel path data thar
castomeds make inside the shopping mall enables retailes to understand and predict customer behaviour, which hag become a critical point in effective
decigion making for increasing sales with more costomer comfort. Introdocing the vight discoant for the dght prodocts acts ag an important mediating
factor in the costomes relationship, Traditional methods of determining the discoant and layout have dealt only with costomer transactions, which have
rdaged other Important charactesirtes of costomers' porchaging behaviowr. This paper addreages the problem of sales increase bawed on personalized
disaconnt schemas and impeoved atore layout using costomeds”’ shopping ravel paths. To uses the Freguent Pattem Growth (FF* Growath) algorithm o
improve the sales and the RFM (Recency, Froguency, and Monitory walue) analysis to identify the costomer segrments based on the dataset of
Tnstacart from the Kaggle weheite, An FP growth algorithm has been used w identify the frequent locations and frequent products of a custormer’s
purchases. A improved version of the supermarket layout has been snggeated based on the freguent ravel paths of costomers. The findings of this

approach can be wsed by retailers w improve the in-gtore shopping expecience of cusinmears,

INDEX TERMS: pemonalized discount, shopping path, travel

1 INTRODUCTION

Shopping is one of the main investments of energy that
people make for their benefits. As technology gets npdated
with new trends, retailers oy to make their customers’
shopping experiences more and more interesting and
easy. In order to identify and understand the ditferent
needs of customers, customer segmentation technigues,
which are commonly based on purchase behaviour, time
spent on purchase, and purchase history, have been nsed
The findings have allowed to provide better services and
preferable products to customers.  These segmentation
techniques allow to create profitable segments based on
competitive advantages [8]. But identifving the segments
based on suitable measures and determining the right
marketing campaigns are challenging tasks for markets.

The term "competition™ in retail refers to the rivalry
among retailers who are keen to retain their customers
and atiract new onas. The most common and well-known
method of improving sales and revenue for retailers
with costomer satisfaction is by providing discounts to
customers.  Discounts are typically assigned to items
that are not frequently purchased by many customers,
regardless of whether they are interesied in them. Enabling
a discount alone for non-frequent items and keeping them
in the original location of the layomt do not affect the

path, supermarket layout

improvement of the sales of that item. Prodoct placement
and layomt also play a major role in improving sales in
supermarkets becanse a typical customer decides their next
retarn to the store based on their experience and impression
of the current layout of the store. From the perspective
of the retailer, the effectivenass of the lavout of the store
determinas the level of the customers exposure to the
poods and affects the chance of the item being bonght.
The layout design has a direct impact on the travel paths
of costomers who are searching for their needs inside the
supermarket. Therefore, the costomer travel paths can be
used as a measore to identify the customer’s behaviour
when buying products, which opens up a new way of
increasing sales by analyzing the related data

This paper proposas a novel approach to improve the
sales of the sopermarket based on the customer’s travel
path. A dynamic discount will be calculated for each
customer based on their travel path, and a personalized
supermarket layout will be suggested by placing the non-
frequent sale items in frequent customer travel locations
in arder to improve the sales. The paper sugpests the pos-
sibility of improvement in sales and design a personalized
supermarket layout by applying the FF growth algorithm
to the costomer travel path data.

The remainder of the paper is organized as follows: sec-
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tion I provides discossions on shopping analysis of past
literamure, the proposed methodology is presented in sec-
tion 101, section I'V bring out the result and generates a dis-
cussion on the findings and lastly, section ¥ concludes the
paper with conclusion and futare work.

I LITERATURE REVIEW

Innovating marketing strategies are needed in order to cre-
ate a long lasting and profitable relationship with customers
in today’s basiness world. The most salient issoe in design-
ing a marketing strategy is that the variation of customer
neads from one to another is significantly different. As a
result, customer segmentation based on their feamres and
behaviours play a key role in business viability.

A Customer Segmerniation

Customer segmentation has led to a deeper understanding
of the customer’s buying pattern [3]. It costs five times
maore o acquire a new customer than it does oo keep an
existing one, and ten times more to re-engage a dissatistied
customer [14]. As many companies focus more on im-
proving their marketing strafegies to enhance their market
share, they primarily focus on costomer segmentation.
Dividing the customers into clusters based on their beha-
viour parameters can lead to a significant geowth in their
revenue [3]. Segmentation is a key area for retailers as it
allows them to identify profitable proups and to organize
marketing campaigns accordingly [8].

Considering the data of 250 bank customers, research
fomnd five different clusters, which are ditfferent based on
factors soch as loan amount, degree of loyalty, account
balance, defamlt risk, and profitability for the bank [3].
Findings suppest that customer clustering can help the fin-
ancial sector becanse it augments their competitiveness o
improve their marketing methods to target segment-hased
marketing approaches.

The RFM maodel has been widely nsed by researchers for
customer segmentation. RFM analyses the behaviour of the
customer hased on Recency (R) — how recently a customer
has made a purchase, Frequency (F) — How freqoently a
customer buys and Monetary (M) — How much money a
customer spends on purchases [3] [7] [10].

A case study defines RFM as a three-dimensional way
that is used for classifving or ranking costomers, which is
based on the B/20 principle that 2(0r% of customers bring
8% of the revenue of a company [1]. They used RFM
to study the scoring of the active e-banking nsers. In this
study, it used clustering as a technigue for data mining and
organized the findings into cluster groups based on the pyr-
amid model. They nsed a two- siep clostering method to

identify the most important customers. The pyramid model
has been useful for different businessas becanse it improves
issues soch as decision making, fumre revenue forecast,
simulation of inactive customers, and prediction of alter-
ation of the customer position in the pyramid [1].

B Shopping path Analveis

Retailers foremost concern is the shopping layout as it
defines the way of customers expose to the products.
According to a smdy, retailers ory to expose many products
through layout as it enables higher exposer rate, sales and
return on investment [12]. Costomers want store o create
the layout in a way that minimizas this unwanted steps and
mation in the shopping process [4]. Common layout design
iz based on the product category approach where products
that share the same functional characteristics or origing are
placed nearby. But according to this approach, it failed
to respond the needs of the time pressured consmmers of
the shop. To satisty the consumer, store sections need o
be redesigned based on the consumer desire. Consumer’s
desire can be identified by analysing their demographic
and transactional data. These data only provide the basic
information soch as goantity and purchase amount anmd
how often they visited and etc. However, to understand
consumers’ behaviour completely, it needs more data and
data mining technigues.

Based on the regional analysis on customer purchase
history or recommending products through customer
segmentation will not provide sufficient information to un-
derstand the customer shopping behaviour in the physical
store [11]. To overcome these problems, they used longest
common sabsequence (LCS) which provide the capabilicy
of identifying hotspots where most of the customers visited
and dead spots with few visits.

As a result of technological advancements in recent
years; RFID, Bloetooth beacons, video cameras and
Wi-Fi location tracking have been used tor analysis of the
customer behaviours inside the soper markets. A research
was done by Sorensen Associates based on a dataset that
collected by tracking the travel paths of customers inside
the actoal supermarket in western United States [13]. For
path tracking they used grocery carts which attached a
RFID tag to the bottom. They cateporized the path travel by
each shopper using clustering algorithm and identifving 14
different canonical paths of it. Throngh the research they
have identified that area at the entrance, end cap of aisles
and checkout areas get more attention of the customer.
Identification of the pattern in costomer behaviour inside
the supermarket will result to classity the freqoent paths
or locations travelled. Pattern discovery from a seqoence
of data is one of the main tasks in data mining research
area. Extract hidden information from larpe database and
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then penerate association between the items in it defined
as association rule mining [2]. Market basket analyvsis
is the common implementation in this method. Through
this method it produces association rules which measures
the dependency of each item in a dataset [%]. Association
mile contain with mainly two parts: an antecedent{if} and
a consequent (then}. In order to identify the strength of
an association male mainly two measures “Sopport’ and
‘Confidence’ are used  Association mles were used o
extract the knowledge from a transactional dataset which
a shopping layout based on the association among the
product categories is sugpested [4]. They used Apriori
algorithm with dimensionally reduoction for identification
of the association mles of transactional dataset. They
allowed retailers to cluster the products based on the
consumers boying habit and to create a strong appeal for
the consumers” neads. As an example, rather than placing
the coftee in the beverage section, ham in the meat section
they suppested to place these products in breakfast food
section which allocated for foods related to breakfast. In
this paper the authors proposed a method of clustering the
different product catepories into same section based on the
products that customers bought togather.

The Frequent Pattern Growth algorithm s another
algorithm that is used for frequent pattern mining [6].
By applying the FP growth algorithm in a step-by-step
process, it removes unnecessary data and improves the
performance of the overall process [2]. The genaration
of rules in FP Growth must be accompanied by a valida-
tion process to ensare that they are applicable and anthentic.

By combining the advantages of FP growth with Apriori,
an algorithm called Search Space Reduction (SSR) was in-
troduced [15]. In SSR, it first scans the transactions once to
count the sapport and identify frequently occurming items
that are higher than the minimum support threshold. Then
it generaies an FF Tree using the identified frequent item
sets. As a result, there is only one item-prefix tree in the
memory at a time. In 53R, it uses the function Item-prefix-
tree-construction for constructing item-prefix trees and it
uses the function Frequent-pattern-generation for candidate
generation and frequent pattern gensration.
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Figure 1. Work flow of the proposed approach

This paper proposed a solution to the above identified prob-
lem in the introduction section through RFM analysis and a
frequent pattern growth algorithm. The proposed method-
ology inclodes three major phases: Data preparation, Mod-
eling and Result and Discussion. Figure 1 shows a general
madel of how the data is acquired and data analysis is con-
ducted in order to construct the proposed solution.

A Dato Prepoaration

This stady incorporates data regarding the customers” trans-
actions and synthetically generated travel path data related
o a datasat of Instacart from the Kaggale website. The data-
set contained around 1 million grocery orders, which were
placed by arcand 3506 users. It inchodes details based on
the customers’ transactions, products with assigned depart-
ments, aisles of products, and the shopping path of custom-
ers. The initial layout of the shopping mall is synthetically
designed, and the layont i5 divided into sub partials with
an assigned location code. Even though the original dataset
contained around 3 million records, becanse of the hard-
ware limitation, for the analysis, around 3({M) users with
their transitions were selected.
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Figure. 2: Layout of the shopping mall
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Figure 2 illustrate the layout of the shopping mall with each
area assigned with a particular code. This code was used to
track the path of the nser in traveling inside the mall.

B Modelling

Clustering is the process of grouping objects based on
their similaricy. RFM analysis is used for customer seg-
mentation. Segmentation is done based on the total orders
per customer, average days between orders per customer,
and averapge size of the orders per customer (momber of
products in an order) aligned with recency (R), frequency
(F}, and monitory value(M) respectively.

Based on these three measures, the selected dataset is
clustered using the K-means clustering algorithm. Identific-
ation of the best nomber of clusters or k value in the k-mean
algorithm is important as it leads to minimizing the effect of
ooiliers and the best number of clusters (k) are being eval-
nmated based on distortion score and silhonette score. The
dataset was inserted into the k-mean algorithm and moddel
performance was calculated using silhouette score first

Silhousitte Score Elbow for KMeans Clustering

0240
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Figure 3: Silhouette score graph

The silhouette score measures how close the point lies to its
nearest neighbour points across the clusters by considering
the variables such as variance, hiph-low ditfference, and
skewness. The resultant silhouette score for the number
of clusters two to nine was visnalized in Figure 3. The
Silhouette score reached its” global maximum at k = 4,
where it contains an ideal peak value. The hest k value for
the cluster is four based on the definition of the silhouette
score, but for farther clarification, the distortion score is
also considerad.

The distortion score was used in order to clarify the best
nmber of clusters of customers which were identified un-
der the silhouette score. In thizs method, the K-elbow visual-

izer is implemented based on the *elbow’ method in k-mean
clustering. In this scoring method, the user must first spe-
cify in advance the range of clusters, and then the elbow
method computes the average score for each cluster Ac-
cording to the scores plotted in Figure 4, elbow pointk =4
was identified as the best k value.

Figure 4: Distortion score graph

K-mean clustering was then concluded with an optimum
cluster size of k = 4 for customer segmentation for further
analysis.

Figure 5 illustrates the snake plot graph to visnalize the
average value of the main three features, which are identi-
fied in R, F, and M for each cluster. Compared with other
graphical data analysis representation techniques, Snake
plot graph perform well for costomer perception analysis.
The labels "Orders.” "Lag,” and "Products™ used in Figure
55 X-axis represent the size of the order, the number of
days between each order, and the number of products in
each order, respectively, and correspond to the recency, Tre-
gquency, and monitory of RFM analysis.

by ™ Faiua

Figure 5: Snake Plot Graph for 4 clusters

Each line represents behavior of each cluster with
appropriate scale endpoints for above criteria.  Following
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points discuss each cluster behavior separately.

Cluster 1: Costomers who place lowest order rate but not
visit the shop often and once visit placed average number
of products in an order.

Cluster 2: Customers who place more orders and visit
the shop often with each order it contain average number
of products.

Cluster 3: Customers who place order most but not fre-
goent with least number of products in the orders when
comparing to the other closters.

I Freguend path for a pariicaler customer:

By applying the FP growth algorithm to the data of a
particular By applying the FP growth algorithm to the data
of a particular customer’s travelled path inside the mall,
his‘her frequent path was penerated. Figure & visualized a
heatmap based on the travel frequency for each location by
considering the travel path data of customer “516°,

In the heatmap in Figure 6, the variation of the col-
or areas defined the travel frequency for each location by
the customer. Dark-coloared areas defined high cravel fre-
guency, while light-colonred areas visualized less travel fre-
guency. By applving the FP growth algorithm to the path
data of a costomer, frequent itemset are identified for the
customer, as illustrated in Figure 7 for customer *516°,

£l

Figure. &: Heatmap for traveled path of the customer *316°

Item List

"Organic Lemon’

'Bag of Organic Banamas'

'Organic Large Grade AA Brown Eggs’
'Strawberries’

'"Organic Blueberries’

Figure 7: Frequent itemset of customer *516°
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Figure &: Discount recommendation

2 Freguent path for selected group of customers:

Based on the clusters that were identified previously,
cluster two was identified as the most effective customer
for the revenue of the shop. A sample of 100 customers
were selected to apply the FP growth algorithm. By
applying the FP growth algorithm to a group of selected
customers, their frequent locations were identified.

Frequent Path for 100 customers in cluster 02: K2, E3,
W3, A1, N2 D3, C2, B2, G3, Y2, D1, G, F3, B1, D2, F2,
HI1, M2

3 Recommendation of the discount:

Discount valoe for products based on the travel path of nser
was calewlated using following eqi1)[16] and eq(2).
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Expected HutE}L“ 1

Discount Rate = [:
Current Rate

(1)

{ — Number of Years

Average Purchase per customer for
Product "ItemName'
Total bought Quantity for the item

" Number of items bought by a customer

(2)

Figure 8 illustrate the three scenarios which are considered
in disconnt recommendation.

‘Customer parchase guantity” and “Average purchase
for product” is considers as main criteria in discount
recommendation.

‘Customer purchase guantity™: Puorchase gquantity for
particular product by a customer

‘Awverage purchase for product™ Average purchase quant-
ity for a product

4 Lavout Recommendalion:

RFM analysis has resulted in four clusters, and among
them, RFM analysis has resulted in foor cluseers, and
among them, cluster two was identified as the most
important segment tor the shop becanse it includes the high
order placement rate, the minimum days between order
placement, and each order containing an averape size. As
this cluster represents the repular visitors of this shop, it
was considered for the layont recommendation.  In the
frequent path, it only includes most of the traveling areas,
bt not all traveling areas of the customer. If the frequent
travel areas include the most ravelled areas, customers
may tend to buy new products as they travel through the
shop. This may result in improved sales and the expansion
of the customer’s travel areas.

For the layout updating process, a sample of 100 cus-
tomers from choster two was selected as it implies the be-
haviour of all the customers in the cluster and to overcome
the technical limitations that will be faced when executing
the full dataset at once. By applying FP growth to these
customers, the most ravelled areas within them were iden-
tified. Through this result, the items that are in the most
frequent traveling path, infrequent locations, and items that
are hought by other customers from frequent locations are
identified. Aisles related to infreqoent locations can be re-
located to the frequent path of the customers. This has al-
lowed to identify the items that are in the relocated aisles
and bought by the customers in parallel. By considering
the above item lists, iCis clear that there are new items in the

frequent path that are already bought by customers. Ywhen
items are in the frequent path of costomers, they will tend
o buy more products than before. This scenario conclhades
that relocating aisles will resmlt in increase of sales and en-
hanced shopping experience for customers.

IV RESULT AND DISCUSSION
A Improve soles based on discount schema

Using the FP growth alporithm, it is possible to select the
frequent path of a particular customer. This path represents
the location codes through which the costomer travelled
the moat in the store during the parchasa]s).

In this frequent path, there are locations that are vis-
ited by the customer, bul items may not be bought from
some locations. This research, has introduced a discount
schema for items in order to solve this issue. The intro-
duction of discount schemas, may encourage customears to
buy products that they have never bought or bought less fre-

guently.

[tem Liwt

'Bag of Deganic Bananas
' Asparagus

rganic Mass Awocade
¥ rg'j-rir Avorado
Pireapple Chunks
Strawkerriee
Blusbsrriss

rganic

'‘Bag of Oeganlc Bananas', "Deganlc Hass Awocado

Figure. 9: Frequent Items of customer “626°

When comparing the frequent item list of the customer
*626° as depicted in Figure 9 to the customer "516° in Fig-
ure 7, the "Orpganic Avocado’ item is not a frequent itzm of
customer ‘516°. By introducing a discomnt for non-frequent
items, customers may be more inclined to buy them on their
next shopping trip. This led to an increase in product sales
and an increase in the revenue of the shop.

8 Effectivenesy of cteerend layout over previous Loyt

Based on the Figure 2 location codes, Figure 10 illustrates
the overall behavionr of the clusters hased on the ravel fre-
guency of each location inside the supermarket. According
to the above Figare 10), each customer groap’s travel fre-
guency tor some of the aisle locations, such as *W1°, "UL7,
and "02°, were lower compared to others.
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Figure. 1{: Behavior analysis of cluster

Locations such as "A1°, "G1” and *¥'1” contain high travel
frequency. Figure 10 concludes that each cluster group
has similar behaviour compared to each other for travel
frequency inside the shopping mall. Because of that, only a
subset of customers from a clustar is considered for layout
generation. Based on the previons findings, cluster two
was identified as the customer sat which is mosr affected
by the layont becanse of that, hundreds of customers from
claster two were selected for fither analysis in the lavout
for soggesting a process.

Frequent Path for 10 costomers in cluster (02: K2, E3,
V2, Al, N2, D3, C2, E2, G3, ¥2, D1, G, F3, B1, D2, F2,
HI, M2

Figure 11: Previous Lavout

Figure 11 represents the most travelled areas of the
handred customers who selected previously, Frequent visit
arens are represented by the red colour, and white-coloured
arens represent less frequent travel areas of customers.
According to Figure 11, most of the customers have
travelled to the aisles that are placed in the comers of the
shop but not to the aisles in the middle of the shop.

According to the location path codes in Figure 2, Figure
12 illustrates the sales of the products by considering 3()
path codes. According to Figure 12, a significant number of
products which are purchased by customers are located in
the frequent path but some of the frequented path locations

do not contain a considerable number of purchases. One
reason for this could be that even though customers have
to travel to some locations, they may not be interested in
the items placed there, such as products near the cashier
counter, entrance or alcohol area
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Figure 12: Total products purchased per Path

Relocating the non-frequent sale items to a frequent travel
path will result in an increase in sales. Figure 13 illustrates
the current layout of the shop, where some of the aisle loca-
tions were changed in order to increase sales. Even though
some products are bought by the customers, they are not
located in their frequent path. However, according to the
current layvout, they are placed in frequent paths, which may
asgial customers to easily locating the prodocts and thereby
leads to an increase in sales. The layout update mostly at-
fects the costomers who visit more often but introducing a
dizcount schema will improve the sales of irregular custom-
ers, and their visits.
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Figure 13: Carrent Layont

Y CONCLUSION AND FUTURE WORK

This praject proposed a new discount schema and a new su-
permarket layout by applying the FP growth algorithin and
RFM analysis to travelled path data of costomers inside the
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supermarket. Resulis are compuiad based on the supermar-
ket transaction data, which indicates the actnal hehaviour
of the customer. An FP growth alporithm was applied to
identify the frequent paths of each customer, from which
the frequent and non-frequent areas of customer travel
were identified. Consequently, the most frequent items and
non-frequent items of the customer were identified. As the
suggested disconnischemas are based on the customers’
travel patterns and are personalized for each costomer, they
will have a positive impact on the revenue of the retailers.
Relocating non-frequent items to the frequent path with
discounts will possibly impact the revenue of the shop
positively by directing costomers to buy more products.

A new shopping layoni was introduced by relocating
the aisles from non-frequented areas to frequented travel
areas, which will allow the costomers to easily find their
products and also will increase sales simultaneously. Thus,
providing a personalized discount based on a customer's
travel path improves the sales more than a siatic discount
schema for each and every customer Owr research has
finally concluded that recommending discount schemas
and shopping layonts based on the travel paths of customers
increases sales and improves customer satisfaction at the
shop.

Deplovment of the research will be a future task. For fu-
ure research, implementing an advanced pattern mining al-
gorithm in parallel to the FP growth algorithm will improve
the performance of result generation. For accurate result
generation in path tracking, indoor location tracking tech-
niques can be msed. As the suggested discount schemas are
for the product categories, they can be farther personalized
item-wise for a customer and used as an effective discount
schema for discount calculation.
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ABSTRACT The impact of COVID-19 onthreak was falt across all real eatate management A glowdown in the hoose rental and mal ntesance

ranagement fystem can be anticipated, as a result of the lock-dowm and Hmitations in financing. There {5 a severe | mpact on handling the relationzhip
berwesn the house owners, tenants, and the handymen, Propesty managemeant is a crmclal componant of belng a landlord, bt it §s far from gtraighifioe-
ward. An appropeiate methodology was carvied ot by the ressarchers to identify all the problems regarding real state property management through
quantitative and qualitative data gathering procedores snch as remi-stroctored inteeviews, Face-to-face intarvlews, questionnaires, and direct observation

of the selectsd sample. After analy=ing, the house owner must sereen tenants, collact rental feas, handle complaints, and keep tenants satisfled, among
other things. In thia pandemic sitation, tenants faced moee difficulties snch as difficulty in finding a b etter hon se, paying mon tly pay ments, paying
utility billg, loas of connection with hoose owners, and finding the neareat ban dymen. H andymen g offered a 1ot mainly because o f the i nability to find
works, Researchers' main aim I8 to give an appropriate solation for S Lankans, By examining the responses this imest gation shows that a mobile
application would be a beter solution than implementing a web application. Trerative waterfall methodolegy was nsed for implemanting this application.
The researchers decided to develop this application wsing andeoid sidio and to enhance the effectivensss of the syatem by using 360 VI photography,

Machine learning (ML)bazsed technologies, OTHFingemprint for User Verification and Geo location, and Ceo-tagging.

INDEX TERMS:
1 INTRODUCTION

Serions implications have happened with the Sri Lankan
economy with the global crisis. The real state sector is the
main sector affected due to this pandemic simation. Owing
to the changes in the rental market, landlords complained
of low rental income and increased risk of losing renters.
There are some issues for renters in finding the most suit-
ahle house. Compared to other handymen are the people
who suffer more from not having a job during these days,
even they cannot afford to find money to complete their
daily work./

Therefore, the main aim of the research was to identify
the challenges faced by the tenants, handymen, and house
owners in the current real estate manapgemeant systams and
give them a solution by implementing an android applica-
tion for house rental and maintenance management in Sri
Lanka./f

Their main objectives of the research were,

1. Analysing the challenges faced by users in current
house rental and maintenance managament.

2. Examine the current and existing developments which
have been done regarding house rental and mainten-
ance management in both Sri Lankan and worldwide

House Rental Maintenance Management, 360 VR Photography, Machine Leaming

contexts.

3. Analyzing the opinion on implementing mobile ap-
plications and designing an architecture for imple-
menting a mobile application.

It is especially important to keep an efficient commu-
nication between the landlord, tenant, and the handyman,
hence the use of mobile phone applications for contact
tracing during the COVID-19 pandemic is vital. Accord-
ingly, the researchers have identified that implementing a
mobile application is more efficient than developing a web
application.

To appropriately determine the processes and house
rental and maintenance sVstem user’s requirements, quant-
itative and qualitative methodologies are applied. House
owners, ienants, and handvymen are the primary sources of
collecting data. Data are collected by conducting semi-
structured interviews, face- to-face interviews, question-
naires, and direct observations of the selectad sample. Sec-
ondary data were collected through a survey conducted b
house owners and temants. Factors found to be influen-
cing the real estate of Sri Lanka have been explored us-
ing websites and literature of current and past decades.
Technologies that were used were 360-degree VR photo-
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graph¥ in which users interact with and manipulate a sim-
nlated real or imaginary environment. Geo-Location &
Geo Tagging which are helpful to find a nearby handy-
man using a variety of location-specific information and
to identify the geographic location of the handyman, es-
pecifically near the specific house that needs repairing and
maintenance service at trying times such as the recent pan-
demic. OTP/Fingerprint for User Verification, is advantage-
oms when it comes to paying rental payments, utility bills,
handyman payments reqoests becanse fingerprint identific-
ation is unique, highly accurate, and simple to use. Accord-
ingly, identifying all the problems and difficulties faced by
Sri Lankans, the researchers proposed an appropriate hous-
ing rental and maintenance management application.

I LITERATURE REVIEW

The secondary objective of this research is to examine
examining the existing developments which have been
done regarding house rental and maintsnance management
in both Sri Lankan and worldwide context. Researchers
msed research papers and websites to review the existing
developments which have been done regarding house
rental and maintenance management in both Sri Lankan
and worldwide contexts. Here in this literature review,
researchers have analvzed the existing developments which
have been done regarding house rental and maintenance
management in both Sri Lankan and worldwide contexts.

With the advancement of technology in Sri Lanka, most
of the fields involved in the mse of automated systems
to enhance the performance and the efficiency of the
tasks of organizations. Howewer, the usage of automated
systems for the real estate sector is low when compared
with other developed countries. Monetheless, it is possible
to argue that recognizing possibilities from challenges
and transforming obstacles into opportunities 18 the most
strategic course of action in the country’s real estate sector
at this critical juncture.

And with the COVID-19 pandemic [19] the need for
automated systems has arisen than the previous era. A
considerable amount of literature has been published on
property management systems all around the world and in
Sri Lanka in past few years. This study [1] examined the
current use of computer sofiwares in the Mew Zealand res-
idential property management industry, as well as property
managers’ perspectives and experiences with the program.
Property management software solutions handled a wide
range of tasks, including tenant database manapemeant,
rent roll and payment processing, vacancy management,
maintenance of record keeping, financial accounting and
reporting, and tenant communication. To find oot what
factors were most significant to survey respondents when
choosing their company’s properiy management software,

they were given a list of major software characteristics and
asked to rate how important each one was when choosing
their carrent program. Reporting capabilities, ease of
mse, technical support, security processes, Hexibility,
communication capabilities, scalability, data storage and
retrieval, maintenance activities, and software cost were
all high-ranking qualities. Howewver, it was recognized
as one of the areas in which property managers were the
least satisfied and had issmes. The issue was discovered o
be not with the technical support service itself, but with
the ditficalties of contacting the technical support service.
In the past two decades, number of researchers [2] have
sought to determine rent house management systems with
basic technologies. Existing systems have basic featmres
such as using the command buttons o manipulate the
database, having the ahility to add deleting viewing, and
inserting data. The role of object-oriented programming
and the role of relational database management system
managing mostly important task. The systems have very
simple interfaces only with the details of the tenant and the
Property owner.

The evidence of the research [3] resulted in the cre-
ation of a web-based housing management system. The
SYStEM’s purpose is to manage senior s@ft hoosing and
o make it easier to apply for and update housing. It also
enables the housing unit to pain simple access to data,
boosat productivity, and reduce manufacturing costs.  The
approaches uotilized in this stody were Adobe Creative
Suite 5, which was used to construct the front end, while
CorelDraw Verzion 15 was used to design the visuals on
the pages, and XAMMP Server version 5.3.5, which had
PHF and My3QL applications, that were used to make
the site pages dynamic. Hounsing managemesnt svstems
are intended to handle data, keep track of it, and enable
guick access to accommodation applications.  This is
necessary to establish decision-making procedures amd
institutional arrangements.  However, suppestions for
forther enhancement were piven, such as incloding a
mabile alert and payment system notification.  Problems
of the existing system were typically characterized by
paper-based information management practices.  The
advantages which have been identified by maintaining a
web-based application were easy deplovment, security,
highly economical, cross-platform compatibility, and easy
access to the database.

These siudies discussed the smudy of the implementation
of android applications for housing society management.
Throughout the androdd platform, this project mainly nsed
“Push notification Technology™. This smdy [4] shows that
the disadvantapes of the existing system such as anreach-
able information, lack of anthenticity and reliability and
high time consumption. This paper proposes a smarter
way of communication, fruitful solutions for day-to-day
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problems. This application-based on the mobile platform it
nses MVC architecoure,

The most obvicns finding that emerged from this smdy
is [5] researchers establish a weh application that helps the
mser to register an individual home or apartment to assist
you to find the perfect rental home or property for search
view in your tarpet area. Understanding how exhausting
it is to contact individual property agents, schedule ap-
pointments, and supply better service this application was
designed. This website is designed to fulfill all the needs

from buying property, selling property, leasing the property.

Thiz study of the application [6] focuses on build-
ing a beiter relationship between buvers and sellers by
simplifying many tasks such as mainly focusing on the
nearest location prediction, identifying the vacant places,
sending automatic rent reminders, package notifications,
miility hills, emergency info, location information.  In
the extended system added the GPS in build and pave a
live chat online option.  Java script technology was nsed
for implementation. The suppested approach supposes
security mechanisms using a distance-vector algorithm
including the message exchanpe and uwpdates message
security authentication mechanism without introducing
significant network overheads and complexity.

A considerable amount of literature has been published
on mobile applications for real estate management in
various countries. These sudies [7] presented a moddel
mohile application to the automated monitoring system o
determing the gquality of housing to check the performance
of low and medinm costing and its assessment. The smdy
briefed about the transformation of empirical hoosing
data into the integrated software to determine housing
guality. This studyv identifies the design quality indic-
ators and parameters for affordable housing in Karachi
Pakistan. The context of quality indicators for honsing
design are classified onder various segments of honsing
design components. Using mobile applications in honsing
sector has been advantape for proposing a concepiual
made] for the building designing, proposing a model for
selection of interior furnishing and Hoor covering materials
and developing an automated building element selection
EVSIEM.

This research [B] extends knowledge on recent develop-
ments for locating the available handyman services within
a locality identifies the advantage of having a mobile ap-
plication that helps in soreamlining the process of acquiring
a handyman. This stady applied agile methodology as soft-
ware technology. handyman location details were obtained
by GPS. The siudy [9] has confirmed a recommendation
system that allows the users to hold out a preference-hased
cooperative filtering search on rental properties which

preferences bhased on shallow learning, which could he
applied to ease the task of locating the desired things
online. AR and Yuforia are also nsed o visnalize the space.
The system was designed as an internat application victim-
ization handlebar for the front-end and MNodes-Expressls
for Back-end. The system performs better than existing
algorithms and predicts better in a memory-based approach.

Recent evidence [12] suppests the solutions for proving
adequate public rental housing (PRH) with decent quality
and desirable location. This stdy utilized a machine
learning technique called long short-term memory (LTSM)
o construct a set of housing price prediction models which
indicate the proximity to impact on nearby housing prices
at the city. The approach taken by the smdy can facilitate
improving the PRH policies and programs.

The first serious discussions and analyses of the smdy
[13], technologies that were used o improve the efficiency
of real estate manapement applications emerged during
2019, Dismaptive digital technologies are a necessary
part of today’s reality. These technologies are converting
traditional industries into more innovative and adaptable
ones around the world. The situation of global real estate,
on the other hand, has failed to improve and it is carrently
falling behind the technological curve.  As a result of
this latency, the relevant information is either not made
available to end-users or is shared too late, resulting in
an increased risk. Users of internet real estate platforms
have expressed their concerns. As a result, there are more
vacancies and post-occupancy regrets among the service
providers.

The Big® technologies, which include drones, the
internet of things (loT), clomds, software as a service
(SaaS), big data, 3D scannming, wearable technologies,
virtual and augmented realities (VR & AR), and artiticial
intelligence and robotics, are assessed and identified as the
new technologies that are used for real estate management.

The RESTAM framework, which focuses on online
platform-based real estate wsers, is expected to lay the
groandwork for introdocing the missing technology ac-
ceptance mewdel for real estate stakeholders, so the real
estate husiness is transforming traditional to smart real
eatate becanse of Bigd disruptive technologies. This will
lessen real estate service users’ pPOS-OCCOPANCY regrers
and improve relationships amongst diverse real estate
stakeholders.

The empirical stody [11] found new methods for
creating  information-rich  interactive 3D environments
that are increasing in demand as virtnal reality {(VR)
and the corresponding 3D documentation and modeling
technologies evolve into increasingly powertul and proven
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tools for numerous applications in architeciure, monmment
preservation, conservation/restoration, and the presentation
of culmral heritage. The researcher discusses the creation
of an immersive virtual reality application for the Imperial
Cathedral in Kinigslutter, in which 360 panoramic
picures were merged as a novel and complementary
mathod of vismalization within the virmal world. So those
empirical stodies which were published open a path for a
researcher 0o establish this implementation.

Referred [20] shows that the details on the real state app
development companies in 5ri Lanka. The architecoure and
the design that there used are much valuable for this re-
search.

m METHODMOLOGY

For an explicit research methodology, adapting the research
onion model for this sudy is much efficient for the re-
searchers. Research philosophy of this research is hased on
finding the best-suited android application for house rental
maintenance management of Sri Lanka. As an ongoing
research, it adheres to the view that only factual knowledge
is gained thromgh the observations and measurements,
the researcher condncts a positivism research philosophy.
A deductive approach was condocted by the researchers
through this research, by through examining the existing
application on real estate management of 5ri Lanka which
was inventad and used by the expertise.

As the researcher mentioned previcoosly, the first object-
ive of this research is to identify and analyze the challenges
faced by users in current homse rental and maintenance
management. And the third ohjective of the research was to
analyze the opinion on implementing mobile applications
and designing an architecture for implementing the mobile
application.

To realize both above mentioned ohjectives researcher
identifiad a specific set of people for the data collection.
The specified andience were Sri Lankan tenants, handy-
men, and house owners. Researchers decided that the
best way of collecting data from a specified andience was
through a mobile survey. Then the researcher condocted a
mabile sarvey among a specific groap of people. Moreover,
the researcher used to have some observations made on
the current situation and took some ideas from users by
meeting them directly through video conferencing. The
firsthand aftitudes of the community were collected by
nsing primary sources mainly from semi-strocmred inter-
views, face-to-face interviews, questionnaires, and direct
observation of the selected sample. Personal records, client
histories, and service records gave additional information
of eXisting Systems.

The second ohjective of the research was to examine the
current and existing developments which have been done
regarding house rental and maintenance management in
both Sri Lankan and worldwide contexts. Then researchers
review research papers and websites. The analysis of those
papers was mentioned in the above literature review.

The researchers used several kinds of research stratepies
such as conducting surveys on the identified andience,
understanding the grounded theories and algorithms which
were used, clearly understanding the corrent scenario, and
focusing on the best solution for recovering the problems in
the current sitmation. Researchers use an interactive inguiry
technique that combines collaborative problem-solving
with data-driven collaborative analysis or research to
uncover underlying canses and make predictions about
personal and organizational transformation in the futre.
Backgromnd  investigation, habits, lifestyle, behavior,
mutual differences, and the different perceptiveness of
the clients are some parameters used in the investigation
of the ethnography. Time horizon takes a major part in
research fior a while, here a cross-sectional time frame was
mzed to conduct this research at one point in time osing
different samples of a selected group of people and the
snapshots of a given point in time change at a societal level.
Requirements for the mobile-based feedback system are
collected during the literature review by observing similar
types of systems and fact-finding technigques. This system
is technically feasible as most of the house owners, tenants,
and handymen have a smartphone.

The system is developed using android stadio, Android
SDE, and NetBeans. The server-side language is Tava amd
database is based on cloud technology. The Google Play
store sells Android apps, and researchers are use the Google
Pay API to integrate them. The developer even set it up to
accept credit cards. The researcher will define the google
pay API version to request a payment token for the payment
provider. Then developer should define the supported pay-
ment card networks and describe all allowed payment meth-
ods. Moreover, should create the PaymentClient instance
by determining the readiness to pay with the Google Pay
APL Then the developer should create a PavmentDataRe-
guest object for registering event handler for user gesture to
handle the response object. Iterative waterfall methodology
i5 used during the development of the system as it reduces
the developers’ effort and time required to detect and cor-
rect the errors.

A Sample Popelation

The population of this research to gather data through qoes-
tionnaire was selected normally from the peaple alder than
20 vears. People have been classified into three categor-
ies as house owners, tenants, and handymen. Thus, a non-
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random sampling method was used to select the covering
several provinces in 8ri Lanka. Among the identified popu-
lation, about 134 sample participants was selected to elab-
orate and collect the data while some data was collected
through the research papers. In order to maintain high data
accuracy, a formal way has been used in collecting data.

B Date CGaithering

The survey data for this siudy was gathered through a qoes-
tionnaire and literamre reviews. The survey was conduc-
ted by delivering a questionnaire to pablications and web-
sites. This was done to collect T customers or tenants, 26
house owners, and 38 handymen and the literature review
was completed by consulting 15 research data extremely
precisely to improve the effectiveness of the research out-
COHTIES.

1¥  RESULTS AND DISCUSSION

Although the first objective of the research iz to identify
the challenges faced by the temants, hoose owners, and
handymen who are involving house rental and mainten-
ance. As a result, the data was gatherad by the quantitative
approach using a survey. Those results were analyzed by
the researcher as mentioned below,

Raoles

32%

Terarms B Houws e Cwran B Hardgmen

Figure 1. Designation Popalation Distribution

Amnalysis and Interpretation: As shown in Figure 1 of the
1300 specimens that responded to the survey plurality of
52% were Tenants, 200% were honse owners and 28% were

handymen.

s Confirmation Staements

Tahle 1. Confirmation Statement ]

Confirmation 1 Yis N Mayhe Taital
Facing a lot of
challenges for daily lite 11% #) 13 134

and economy due 1o
covid - 19 pandemic

Analyzis and Interpretation: Table 1 shows the responses
of the sample population for confirmation statement 1 and
most of the respondents have agreed with the statement by
giving all together 132 responses for yes and mayhe.

Table 2. Confirmation Statement 2
Siran | Agrer Wruiral | Do | Serangly
il Tanyree
Agree

Confirmaien 2 Taial

o an
implementmg
rnakal= a1 17 9 4 1 134
application to
avoscane e
pnshlems m
s reital and
TETEETEL

Fyshomm.

Analvsis and Interpretation: Table 2 shows the responses
of the sample popalation for the confirmation statement 2.
Most of the respondents have agreed with the statement by
giving all together 118 responses for agreeing and strongly
agree with implementing a mobile application to overcome
the problems in the house rental management system.

» Challenges for honse owners for their economy due to
the covid-19 pandemic.

Frabian m Mg Hoalsl Agron _
Peebden u Paydug Uil Ll [
Prabiears in & dverBsing Honss _

J 1 20 40

Prridd e b ool T g

B ol Renpmonass

Figure 2. Challenges faced by House Owmers

Analvsis and Interpretation: Figore 2 shows the Challenges
for house owners for their economy due to the covid-19
pandemic. Other than these challenges owners mentioned
that it was very difficult to identify the nearest handymen
for services.

& Challenges faced by tenants due to the covid-19 pan-
demic
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Figure 3. Challenges faced by Tenants

Analvsis and Interpretation: Figmre 3 shows the samples
listed the attitndes on problems faced by enants.

V REQUIREMENT ANALYSIS

There are foor main wser types in this system. This pro-
posed system may be accessed by the administrator, house
owner, handyman, and tenant using those four unigque lo-
gins. Furthermore, each house owner and handyman have
a unigque username and password provided by the system
when they register. The tenant can log in with their user-
name and password, which they created when they first re-
gistered to the system. There are major functional require-
ments are listed below. Admin shonld be able to,

» Perform CRUD operations in the system.

» View house owners, houses, tenants, and handyman’s
details.

+» Remove property advertisements.

» Update and remove owner-related house details and
handyman details.

Heomse owner should be able to,

o Add advertisements including house details.
* View appointments of tenants

# Search rented houses and tenants’ details.

» Wiew tenants” requests for maintenance.

+ Sign house rental agreement with the tenant.
+ Do handymen payments if need.

# Change own profile details and password
Tenants should be able to,

» View the properties availahle.

# Choose suitable hemses and create an appointment to
meet the owner.

¢ Choose the nearby handyman who suits their task.

+ View the details & contact the handyman.

+ Pay handvman payment.

# Sign house rental agreement with the owner.

+ Pay house rental fees and utility bills through the app.
+ Change their profile details and password.

The handyman should be able to,

+ Notifications about the requests.

+ Change their profile details and password.

+ Add/Update their qualifications.

& Take work from the tenants and house owners.

R

S

[

R

- [

Figure 4. UML Use Case Diagram for Proposed Svstem
Y1 SYSTEM DESIGN
A Technrologles

This mobile application supports the following technolo-
gies. The interactive viewing of panoramic images, usually
compriging a 360-degree circle or a spherical perspective,
is known as VR photography (virmal-reality photography).
The art of recording or generating a full scene as a single
image, as seen when rotating around a single central spot,
is known as virtnal reality photography. The entire virual
reality image might be a computer-generated effect, or a
mixture of photography and computer-generated objects,
and is usually formed by stitching together a series of
photogeaphs taken in a multi-row 360-degree rotation
or atilizing an ommnidirectional camera. To give the best
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experience for tenants can optimize 360 player experiences
for mobile applications, The application sapports all pan-
oramic images. Images can be captured with a 360 camera
such as Ricoh Theta, Gopro MAX, Insta 360, or DSLRE.
Images can be rendered using 30 software. Honse owners
conld upload and share on the application. The efficiency
of the application i3 increased as VR photography keeps
hmman interaction intact which vsers interact with and
manipulate a simulated real or imaginary environment.

The sole purpose of the smartphone app is o make our
lives easier. As a result, when developing an Android
application to provide the best handyman service, ir's
critical to congider the consumers’ ease in locating the
handymen who are the closest to them. As a result, the
most significant featire in this application is the ‘Find
Mearby Handyman™ opfion.  Along with the location
selection, it assists nsers in the following ways.

Machine learning (ML)-based technologies are rapidly
being employed in real estate property management o
improve service guoality and efficiency. In-house rental
and maintgnance management presents a novel strategy for
precisely predicting where the handymen are located. The
researcher uses global positioning sysem (GPS) inform-
ation from tenants’ and house owners” mobile devices as
well as Wi-Fi data that covers the whole area. Researchers
learn some of the user’s behavioural preferences based on
the prediction findings. Researchers use these projected
handyman locations to give more accurate services to our
tznants and honse owners.

All these novel technologies that the researchers are sup-
posed to nse will enhance the system’s performance. Pan-
aramic images which were added using 360 VR photo-
graphy, will help nsers to take an accorate imagination of
the houses. Further, machine learning, GPS, Geo location
and Geo tapging technology, increase the easiness of find-
ing nearby handymen. The amthentication level of the ap-
plication increased by OTP/Fingerprint.

VII DESIGN APPROACH

The house rental and maintenance management system
mainly consist of seven main modales. Interactive mohile
prototypes were created for each module for efficient the
tasks of implementation.

A Registrodion and Login Module

House owners, handymen, and tenanis should register for
this system by themselves by entering their username and
password as they preferred. Those usernames and pass-
words are nsed to log in to the system. If required users can
change their passwords after login into their account. Login

fanction shomld be used to access system users o log into
the system. Users should already be with their usernames
and passwords,

B Adminisiraiion Modoale

The administrator has the authority to access all the house
ownersiE€™ details, property details, handyman details,
and tenant details. Admin can access the system by adding,
editing, and deleting, and removing the users.

O House Renlal Procedure Module

e @“ %“"ﬁﬁm“"’ .
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Figure 5. Mobile Prototypes for Login and Registration
Module

The system provides the main function as rent a house.
Property owners can advertise an advertisement to rent their
houses. The owner should enter the house details which are
mainly usetul for tenants. owner details should be supplied
for the contact parpose. House 1D is anto generated when
posting a house. Tenants can go through those advertize-
ments o cheose the best house by contacting wsing house
owner details. Mainly the house owners can captore images
of houses using a 360 camera and 30 software can be nsed
for rendering the images. Those photopraphs can be posted
with house details to give alive experience of the honse.

Y ]
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Figure 6. Mobile Prototypes for Rental House Procedure

Module
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0 Handveen Service Module

The main function given by the application is handyman
can add their service details to the system on their own.
Tenants can po through the relevant service category, and
they can find the handyman who can fulfill their request
and contact them through using the given handyman de-
tails. The availability of the option of nearest handyman,
prediction is very helpfiul during the current situation. The
handyman who is available for the chosen service category
will be shown on the map with their location.
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Figure 7. Maobile Prototypes for Handymen Service
Module

E  Reatal Agreement Module

Renting a hooge according to the rules, regulations, and
policies is vital to avoid conflicts. After tenants choose the
hesi suitable house for them, an agreement should be signed
between the hounse owner and the tenant. By using this ap-
plication that purpose can be fulfilled. The owner and ten-
ant can upload and download those relevant documents and
those will be fally secured.

F o Payvment Module

There should be a connection between the tenant and the
house owner mainly for the pavment purpose. This applic-
ation allows the tenants to pay the monthly house rentals
for owners with other utility bill payments through the ap-
plication itselt and also handymen service pavment can also
pay throagh the app direcily. Owner and tenants can pay an
advance payment or full payment when requesting a ser-
vice from the handyman. Tenants can transfer money o
the handymen’s bank account and the house owner’s bank
account through this application.

G Nodfication Module

Reminders, notifications, emails, and messages are com-
palsory in connecting the wsers to the application. The
system should generate notifications on requoests for
maintenance service, tenants should be notified with newly
posted advertisements, rental house payments, ntility bills,

and handymen payments. House owners should be notified
of rental payment, tenants, and handyman’s requests. The
handyman should get reminders on their scheduled works,
fenants’ regquests to be accepted or ignored.

Adter designing the flow of the application, researchers
will implement this application. The application should
be tested on a sample population and encouraging those
msers to provide their feedback and soggestions for this
application.

Finally, researchers conclude that establishing this ap-
plication by targeting the real estate users of Sri Lanka
will effectively increase the direct communication and en-
gapement between real estate owners and clients, improve
customer engagement, create loyalty among users, create
competitive advantage, offer an opportunity to provide of-
fer unique services, and create efficient marketing in real
eatare indusory in Sri Lanka.

¥ill CONCLUSION & FURTHER WORK

This paper presents a solution to the problems faced by Sri
Lankan house owners, tenants, and handymen doring this
COVID-19 pandemic situation. As the mobile phone is an
essential device for people in these days, mobile applica-
tion takes a prominent place in every indosory. For further
work researchers would recommend improving this android
application with many more options for its users and to ad-
dress the above-mentioned limitations and it would be more
helptal to face the challenges in real estate industry in Sri
Lanka during this COVID-19 pandemic sitnation. For fo-
fure waorks, researchers plan to develop the paramedic ap-
plication activating a mobile application into the [0S plat-
form. Further, this s¥stem can be improved by using this
application in both Sinhala and Tamil lanpuages and USSD
activation mode can be developed in this system as an ad-
ditional functionality.
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Students in Zoom during Online Educational
Sessions
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ABSTRACT Recendy the education systems around the world have adbered to a distance learning/tesching method. However, this approach don't
prowide any guarantes that participated stodents are presented doring the session. The given solation is suggested as an add-on feamre in Zoom. This
featre anables the eacher to detect the sidents’ avallabilicy. The main objectve of the architectore is w check the availability of ansdents in the
rzetng time o time, Tn this architectore antomatic image caphoring and processing techindqoes are used. Accoeding w the proposed method images of
gdenis ape capured awtomatically and periodically to a prewiously defined time | nieeval. This iz done by manipulating the ¢ amera in A ndroid
and making the preview of the camera invigible. The captured images are sent to the Zoom cloud to identify the identity of the sodent. Previoasly
craated Image vectors (during aining period) of amdents will be there w do the comparisons. Technologies like face embedding, Antificial
Mearal Network (ANM) are naed in identification process of image p rocesaing. If they are proven to be the legit participants, the smdents are accepted
to the meeting from the waiting room. Perodically capiored images are sent to the face detection by image processing ming technologies as Viola
Tones algorithin, Haar-like Peanres, AdaBoost algorithm, Cascading Clasgifiers, OpenC WV T the audent (2 not avallable in the asat, a mesaage is sent o
thi t eacher. Byven thoogh this conceptoal architectare has fewr Hmitations, this will be a great help in detecting the smdentz” identides and availability

thering learmingfteaching environment.

INDEX TERMS: Al Comceptual Architectore, Image Processing, Online sessions.

I INTRODUCTION

A Buackgrownd

The world iz evolving day by day and man with it. Peaple
are living in a technological era where technology is
integrated into every field in human lite. For health care,
education, business field, and other day to day chores, tech-
nology has become an essential resource. The necessity of
technology incorporation has become an inevitable change
doe to the current situation in the world. COVID -19 has
changed the world’s way into a new norm by redocing the
homan contact in the society. Especially the education
systems all around the world have adhered o a distance
learningfteaching method. As a result of that, education
in all over the world has changed dramatically, with
the distinctive rise of e-learning, whereby teaching and
learning are undertaken remotely and on digital plattorms.

In thiz sitwafion online communication platforms as
Zoom, MS Teams, Skype and Google Meet have become
popular and has widely wsed by almost every country
arpund the world. The mobile devices and laptops have

become the new educational facilitator for most of the stu-
dents and teachers in this new norm. Out of the wide range
operating systems, Android is the most popular at present
as exemplifies in Figure 1. When it comes to the global
smartphone market, the Android operating svstem domin-
ates the competition. According to Statista, in 2019 An-
droid had an 87 percent share of the global market, while
Apple’s 103 had only 13 percent. This gap is expected to
increase over the next few vears [1]. Farthermore, Welr ana-
Iytics firm StatCounter reported that, tor the first time ever,
Android topped the worldwide OF internet usage market
ghare. In March 2021, looking at combined usage across
desktop, laptop, tablet and mobile, Android usage hit 37.93
percent. That was enough to narrowly overtake Windows’
3791 percent [2]. Additionally, android provide the de-
velopers to experiment with its platform by providing the
developer options. In a chaotic sitnation like this all these
educational online platforms came as a blessing in disguise.
These tools ars used as the main lesson delivery method all
around the world. These platforms have some social, tech-
nical and pedagogical drawbacks. According to the varions
researches done previously, there are some concerns that
come with online learning. For instance, there are several
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issues on the internet bandwidth, internet connection, lack
of human interaction, disiurbances coming from home en-
vironment, smdents not communicating, during the virtual
classes, teachers” not being able to track the students (m-
provement or engagement in class and not being able to
cope up with the technologies are some of them [3], [4],
[3].

Figure 1. Desktop, Mohile and Tablet (05 market share
worldwide
Source: Global Statistics {Ang 2020 Aug 2021}

Ot of those issues, this research focuses on one technical
drawhack that teachersflecturers are facing due to the digit-
alization of physical classes. As many smdents had often
choose to leave their cameras off [6], it is hard for the lec-
trersftzachers to find whether the smdents are presented
on the other side or not. However not pressurizing students
to mrn on their camera is considered as the best smdent-
centerad policy during online classmom according to the
research doie by Costa because some students do not have
access to a private space or are embarrassed of their home
environment and sometimes they don’t have the necessary
technical equipment, resourcas and not being economically
feasible to afford flawless internet connection [7]. There-
fore considering these both sides (teachers and students),
the main objective of this stody is to find a technological
solution for this issue by making Zoom platform to detect
whether the students are actively participating for the ses-
sion or not by wsing a combination of several methodolo-
gies without making smdents 6o torm on their cameras. The
Android platform is considered in developing this architec-
ture becanse as menationed prior, Android is the widely nsed
plattorm aroond the world and the developer freedom in
Android is higher than any other platforms.

B Literalure Review

In the digital world anyvthing is possible if people know
how to manipulate their electronic sarrounding properTy.
Human curiosity and experiments have paved the way
for the implement various usefuol featores and apps in
technology. In the field of cyber secority, the spy wares
that are used to spy on people by controlling the device
camera is one example for the misnse of knowledge. In

2013 Edward Snowden revealed N5A (National Securicy
Apency) have the ability to watch and spy on users by their
lapropddeskiop or phone camera at any time, without even
having approval or knowledge of the user. Likewise there
have being many incidents where hackers has used these
spywares to antomatically captare live images and videos
of peopla.  This newly found knowledpe of accessing
the cameras of digital devices has coined a new attack
term called “Camfecting”™ in modern technological world
[E]. Recently this featore of manipulating the camera to
automatically capture images are being used in several
researches in different scenarios. Dong et al.  developed
automatic image capturing and processing for PetrolWatch
[9]. This method use to capture a clear image by an onas-
sisted mobile phone from a moving car by manipulating
the camera control of the mobile phone and by osing
image pre-selection schemes. Furthermore, in the smdy
done by Aldaz et al. exemplifies how to automatically
capiure image thromgh leveraging the sensor capabilities of
Google Glass, where SnapCap enables hands-free dipital
image capure, and the agging and transfer of images o a
patient’s EMR [10].

Bah and Ming proposed a methodology to improve face
recognition alporithm for attendance management system
as the practical application of the suggested algorithm [11].
The existing computer applications of face recognition is
able to detect, identify and verify human faces from an
image or video for security, identification and attendance
purposes.  But still some issmnes are identified which are
affected to the accuracy of the face recognition process.
Some identified issmes are variations and differences in
homan face due to different lighting conditions, noises
in images, different posesfappearances of the face and
scalefresolution changes of the image etc. As a solution
for that they sugpested a new methodology to increase
the overall accoracy of the face recognition system.
This proposed method was implemented by using Local
Binary Paitern (LBP) algorithm with some advanced
image processing technigques such as contrast adjostment,
bilateral filter, histogram equalization and image blending.
Howewver, this finding is anable to address the issue of
occlusion and mask faces in face detection and recognition.

Singh and Goel suppested an improvement for the
methods of detecting and recognizing human faces by
wsing digital imapge processing [12]. The suggested im-
provements consisted with two phases such as detecting a
face and identifying the face as an individoal from images.
In the first phase, face detection process avoided the objects
which are placed quite far as a limitation of that approach.
The second phase anthenticated the identity of the human
face by uwsing unique facial characteristics. The above
suggested technique is based on hiometric technology
combined with digital images processing echnigues such
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as the Eigenface method, Fisherface method and PCA
(Principal Component Analysis).

Pandey et al. reported a new method to develop a real
time parallel vision system based on human face identific-
ation for Home Service Robot (HSR) by using real-time
image processing techniques [13]. It 15 a computer applic-
ation to identify and verify a parson automatically from di-
gital image or a video frame from a video source. This sug-
gested system consisted with different sub-systems based
on adaptive skin detector, condensation filter with parallel
computing particles, Haar-like classifier and a simple and
fast motion predictor for tracking, detecting and identify-
ing a human face. The developed system is only able to
detect and recognize limited nomber of human faces. As
a solation for that limitation, the smdy sugpested to create
much wider database with larger space for recognizing any
nmumber of human faces.

I METHODOLOMGY AND EXPERIMENTAL
DESIGN

A Suggested System Maodel

The user (student) identification and detection methodolo-
gies are incremental approaches which are nsed to detect
the face of the stodent and recognize the identity of the
stdent from the captured images by nsing image capturing
process.  The inputs for these user identification and
detection processes are capiured images and the detected
result as whether the student is really seated or not for
the lecturefsession is sent to the lecturerfieacher who is a
host for the Zoom meeting as the final output. Basically,
this methodology consists with four main sections namely
image capiuring, model training, wser identification and
mser detection.  Fipure 2 illustrates the overview of this
suggested svstem model.
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Figure 2. Orerview of the suggested svstem model.

Ahbove suggested solution can be added as an add-on to the
Zoom too] where it will provide a featire to turn on accord-
ing to the user’s (lecturer/teacher) requiremeant.

B Training Process

As the initial step of this proposed methodolopy, train-
ingfclassifier model should be created. The multiple im-
ages of students” faces are used as the training dataset for
this classifier model. As the method of taking images of the
individnal student, in the initial Zoom meating minimum
50 images of the student shonld be capmred antomatically
by using image capiuring process which is discussed in the
section 2.3 in this paper, with every (wo minuies time gap.

Access ||'|I:Ig_¢\ from Zoom Cloud Database
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‘
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|
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]

Create Training Dataset
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]
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Figure 3. Overview of the training process.

There should be minimum 30 images per smdent to
increase the accuracy of the training model and increasing
the number of images per student (increasing the traiming
dataset) can be able to get the highest accuracy from the
training madel. The above captured images of the students
are stored in the Zoom cloud database as separate folders
for individuals for the training model.  These images
are accessed as the input training image dataset for the
classifier model. Fipure 3 illusirates the main steps of this
training process.

As the first step of the training process, student’s face
should be detected from the image. This suppested face
detection methodology is discossed in section E in this
paper. Then the exact locationafcoordinates of the detected
face are identified and the face is extracted/cropped by
nsing these identified locationsfcoordinates. The featmres
are extracted out of the cropped face as the feature extrac-
tion process and a pre-trained neoral network is used to
extract these features. An imape of the student’s cropped
face is taken as an input for this newral network and it
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omtputs a vector which represents the most important
featmres of a face. According to the machine learning,
this featnre vector is called as face embedding [14]. The
dlib and the tace recognition libraries in OpenCY are
pre-trained neural network libraries and these libraries
contain implementation of deep learning which are nsed
o construct face embeddings (feamre vectors) for training
and the actual identification process [14].

An Artificial Neural Network (ANN) is msed to train this
supggested classifier model. An input dataset of this ANN
classitier model is created by using above extracted face
embeddings (feamre vectors). The keras and tensorflow lib-
raries and sequential keras model with dense type keras lay-
ers are used for creating this Artificial Neuaral Network [15].
There is an input layer, hidden layers with several neurons
per each hidden layer and output layer. The number of hid-
den layers and the number of neurons per each hidden layer
can be vary according to the input dataset. The output layer
congists with several nodes for the expected ougput values
and any specific or anto-penarated indexas can be assigned
as these expected output valoes for the students. After suc-
cessful training of this classifier model, it is stored in Zoom
clond to use in the identification process of the participant
(smdent}.

C  Tmage Copiuring Process

The first step of the procedure 15 to captare the photo anto-
matically of the person and then to send it to the image pro-
cessing oo clarify the identity and availability of the person
in front of the camera. Theretore the camera should be able
to capiure a photo of the student antomatically according to
a given timeling. The best method would be not changing
the carrent functions of the inbuilt camera of the system
because it can cause security issues. The study suggests o
include a camera as an element of Zoom app. This camera
can be given a user-preferred install option while installing
Zoom because this is only needed by siudents rather than
the other users of Zoom. The overall process of the image
capturing i illustrated by wsing Figure 4. (In here, an as-
sumption should be made as the Zoom camera is installed
doring the installation of the Zoom app). The steps given in
Figure 4 are further explained as follows.
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Fignre 4. Overview of the image capiuring process

I Griving the permissionfurming on the fealisre i defect
studernts in the other vide:

The host or the admin should tam on this feamre in Zoom
platform when creating the link. This is given as an add-on
only in the Zoom plattorm. When the admin turn on this
feature it will be activated to that particular meeting.

2 Capturing o pheto aocording to (he given (ime
interials:

After giving the permission to the process, capturing the
image is the initial and the key part of this solution. This
iz done using the installed Zoom camera of the mobile or
the laptop. It is assumed that the permission to access the
camera is alreadyv given to the Zoom app when installing.
The camera of the device (laptop or mobile) captures the
photo of the student without their knowledge. The device
will not show any preview of the camera to the student. The
techniques and technological methods used in spywares to
take photos in a legal form. These photos are later sent to
the Zoom cloud where the image processing occurs.

Smdents can use different types of platforms to join a
Zoom lecore or a lesson. Some can use laptop while others
nze mobiles or tabs like devices. Therefore the Operating
System (05) shomld be compatible with the proposed
solution.  Given below are the analysis of capturing the
photo according to the three different 08 platforms. The
considered platforms are Windows, 105 and Android.

In Android it is possible to captore a photo without a
preview and without disturbing the student. There are
various developer options to control the camera in Android.
There are numerous apps that has put this mechanism
into practice where they are capiuring a photo withowt
a preview (for example: “quick camera™ app, “Mobile
hidden camera™ apps). That same method of manipulating
the camera can be done in a legal manner with Android
since this is given as an embedded feature in Zoom. How-
ever in this method, becanse it is developed as a legally
accepted feature, the stmdent should have given camera
access permission o Zoom when installing the Zoom app’s
CAMEra.

Therefore out of these three plattorms, Android platform
iz considered in developing this solution as Android
devices are used often by students and it is possible to
build the solution with the help of Android developer
option. Android provides full access to the device camera
hardware. The camera control methods are one of these
developer privileges that it provides tor the developers. In
this scenarie, when captoring the image of the sudent,
the preview of the camsera should be invisible or should
be hard to pglimpse.  In Android this can be done by
manipulating the camera object and the preview class. The
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set¥isibility() function in startPreview() function, can he
set as this.setVisibility(INVISIBLE) to make the surface
invisible as soon as it is created or the preview size can be
set o 1x1 px, which will make the preview hard to detect.
By following these types of camera control methads given
by Android in the camera class, the image can be captured
without alarming the stdent on the other side.

Another important feature of this part is the time intervals
that photos are captures. The time intervals are configured
as random times schedules (the minimmm gap between the
photoe capture is five minutes) and the host is able to choose
hia'her preferred time interval. The reason for going for a
random time intervals is due to the limitation that it has in
windows camera access. In windows when accessing the
camera the LED is murned on. If it is configured for fixed
intervals the smdent will be able to understand the pattern.
Theretore in order to reduce the impact of that limitation the
random intervals for image capturing is decided. The min-
imum pap beiween tewo imape capiures is set o five minates
to give enoagh time to upload the photo into cloud and to
conduct the imape processing. Setting a timer 0o the camera
in Android can be implemented by the handler class in java
Image resolution is a crucial factor when it comes to the
image processing. The resolution of the photo shoold be a
constant, however the resolution can be changed becanse of
the different qualities of the inbuilt cameras of the devices.
Therefore after the photo is capured it is convertad in to
a common resolution which is the minimum quality that is
needed for image processing.

3 Sending it o image processing fo clarfy ihe identity:

After capmuring the image according to the given intervals,
that image is sentfuploaded to the Zoom clond where the
image processing taking place. Along with the capiured im-
age of the participant the device identification is sent. The
device identification (device name/email name that the pro-
file is created! profile name, MAC address) is captared and
sent alomg with that particular participant’s image. This is
done in each and every Zoom meeting sessions. By sending
the device identification, it will help the system to under-
stand whom should be accepted and whom should be rejec-
ted after the participant identification results arrived. When
oploading the image for the image processing, the crucial
feature would be the image quality and size. In order for
image processing mechanism to work effectively the photo
will be set 00 a common size and a commaon quality.

D User Identification Process

User identification is the process of recognizing the identicy
of the participant (stadent) as actually the real student or
any other person participates the lecture/session.  This
process i more important in commercial education like
fuition because lecturer/teacher is able to identity the aciual

identity of the students to give permission only © the
authorized students.

While the students are joining the session throngh Zoom
toal, the images are amiomatically captured.  This image
capturing process is further explained in section C in this
paper. These captured images with respective device iden-
tity details of the smdents are sent to perform the suggasted
identification process. The above mentioned device iden-
tity details are valid only for the particalar Zoom session
and these details shonld be sent along with the captured im-
age in every login to the session. Then by using this sug-
gested identification approach, the students are identified
and their identity details are sent with the respective device
identity details to the Zoom for the acceptance of their login
o the session. If there is a mismatch of the detected identicy
with the real identity of the students, then they are kept in
the waiting room without giving access to join the seasion.
It the student’s identification details are correct, then they
wolld be able to join the session as alegit participant. This
suggested identification methodology shoald be processed
as parallel processing because the images of all the students
of the class should be processed at same time for identifica-
tion parpose [16]. Figure 5 illustrates the main steps of this
proposed identification approach.
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Figure 5. Overview of the User Identification Process.

As the first step of this identification process, when stndent
is joined the zoom meeting, an image is capiured antomat-
ically and student’s face is detected by using that captared
image. The suggested face detection methodology is dis-
cussed descriptively in section E in this paper. Finally, with
the mse of detected tace of the student, it is successtolly re-
copiize whether the student’s identity is real or fake which
is the final outcome of this approach.
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E  User Detection Process

User detection is the process to clarify abount the presence
or the absence of the participant {(student) for a long
time period from the lecture/session. For this proposed
detection methodology, the images of the smdents are
randomly capiured during the Zoom meeting. This image
capturing process is discussed in section C in this paper.
This snggested detection approach should be processed as
parallel processing method becanse thess captured images
of all stadents in the class should be processed as parallel
to detect the availability of the smdents during the Zoom
meeting [16].

The captured images of the stndent are pre-processed as
the first stepy and these pre-peocessed images are used to
extract feamres and all of these extracted feamres are not
nseful and important. Therefore extracted features should
be optimized for the classification process. If there is a face
on the images, it can be detected as the output from this
process. If the face is not detected as the outcome, then
a message is sent with the identity details of the smdent
to the host (lectarer/teacher) in the zoom meeting to notity
ahout the absence of the relevant stadent. This suggested
mser detection process is used the Viola Jones algorithm,
AdaBoost algorithm and cascading classifiers to determine
whether there is any face in an image or not [17]. This pro-
cess can be further subdivided as extracting feamres of the
face, optimizing extracted features and classification pro-
cess. Figure 6 illustrates the main steps of this approach.
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Figure 6. Overview of the User Detection Process.

I Extrocting features af the foce:

Before go through the feamre extraction process, image
should be converted to a grayscale format by using cvi-
Color{) function in OpenCY as the image pre-processing
[18] because it can simplify the complexity of the image

and it leads the way oo achieve more effective results. In
addition to that it can increase the speed of the image
processing.

After image pre-processing, the Viola Jones algorithm is
msed fo continue the feature extraction process. This al-
gorithm is used Haar-like featres which are called as di-
gital imape features to detect a face by looking at many
smaller sub regions of the image for some specific features.
All human faces have some nniversal properties like eyes
region, nose region etc. The lightness and the darkness
of pixels in the regions are used to recognize these unigue
properties in the human face. The sum of the pixel val-
nes is used to identify the regions as summation value of
darker region is smaller than the summation valoe of lighter
region. When it is dealing with large features, these com-
putations can be very complex and it neads to be performed
for each featre. As a solution for this problem, integral im-
ages are used to perform these computations qoickly. Then
by using this process, features of the image can be extracted
for the optimizing process [17].

2 Optimizing extracted features:

There are different sizes of detector windows which are
nsed to find and match the face in the image by using above
extracted features. The one popmlar detector window is
24x24 detector window which has nearly 160000 number
of features available. But there are only a few of these fea-
mures which are important to identify a face. The AdaBoost
algorithm which is a machine learning alporithm for identi-
fying the best featnres among the huge number of features,
iz nsed to optimize these 16(KNM) number of features in to
around the beat and the important 2300 features for detect-
ing atace [17].

3 Clossificalion process:

The above mentioned 24x24 detector window is used o
slide over the image to detect whether any region contains
a face or not. Also the cascading classifiers are used to
discard non-faces, and avoid wasting time and compu-
tations. This cascading classifiers are used to divide the
process of detecting a face into multiple sapes. The best
features such as eye region, nose region eic. are wsed for
the first stage classifier and all the other remaining featores
are used for the next stages as second stage classifier,
third stage classifier etc. When an image sub region enters
the cascading classifiers, the first stage is evaluated for
identifving its features and if it geis result as positive,
meaning that it thinks it can he a face and the output of
the stage is, “it may be a face™ When a sub region pets
that result, it is sent to the next stage of the classifiers and
the process continues until it reach the last stage. If all
the classifiers give positive ongput, then it is classified as a
homan face and if any stage from beginning to last gives
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negative caiput then image is immediately discarded since
it is detected not as a human face [17].

OpenCy comes with a lot of pre-trained Haar cascade
classifiers such as classifiers for smile, eves, face, etc. For
making this detection process simple and easy, these pre-
trained Haar cascade classifiers also can be nsed along with
the CascadeClassifier() function. detectMultiscale module
of the classifier can be used to detect the face and it can re-
turn coordinates of the detected face as output [18]. Finally
it i able to detect the smadent’s face from the image with
the coordinates as the result from this approach.

HI  RESULTS AND IMSCUSSION

The main objective of this proposed architecture is to
detect the presence or the absence and the real identity of
the participant (student) on other side. As the result of the
image capturing process, the imapes of the sidents are
successfully captured without disturbing them. As the ouat-
pat of the detection approach, the host (teacher/lecturer) is
able to detect whether the students are participating for the
session of not without making them to rn on their device
camera It is more Hexible way for both sides (fzachers and
smdents) and it can improve the efficiency and activeness
of hoth enline teaching and learning. As the onfcome of
the identification approach, the real identity of the smudent
is successfully detected. Moreover, this approach is very
wseful and effective in commercial education like toition
becanse lecturerfteacher is able to give permission only to
the authorized sdents.

Given below are two test cases for a valid user (parti-
cipant &) and an invalid wser (participant B) respectively to
farther explain the above summary of the results.

A Test case for participoent A (valid) and B [invalid)

I Hdentification Process for Participant A (Figure 7) and
B (Figure 9):

The participant A, who is a legitivalid participant for the
particular onling educational session, is logged to the Zoom
meeting. The participant B who is not a legit participant for
the particalar class is also logged into the Zoom session.
After Togging in, all the participants are kept in the waiting
room for the identification process. While participant A
and B are in the waiting room, images of both participants
are antomatically captured. This captored imapes of the
participant A and B are then sent to the Zoom clond
database with the device identification details of each, to
perform the identification process. During this process,
trained classifier model compares the features of the
capiured image of the participant A and give the result as
the detected identity is matched with the real identity. Then
the participant & is considerad as a legitfvalid participant

for the session. The device identification details of the
participant A along with his identity details are sent to the
Zoom for the acceptance of the login. As the final step of
this approach, the participant A is able to join the session
as a legitfvalid participant.

While for the participant B, the comparison done by the
classitier model decides that participant B is not a legit par-
ticipant for this class. That result is then sent to the Zoom
along with the device identification of the participant B.
Since it will be given as an unauthorized participant, the
participant B is not admitted to the Zoom session. Hence,
he is kept in the waiting room.

2 Detection Process for Participant A { Figure 8):

Adter performing the identification process, the participant
A 18 accepied to the online session as an anthorized parti-
cipant. The images of the participant A are randomly taken
during the Zoom meeting. The above capiured images are
gent to the Zoom cloud database for the detecting process
o verify the presence or the absence of the participant &
in time to time. In detection approach, the above capiured
image is processed to detect the human face on it as the
final outcome. It the participant A is not in the seat, it
iz recognized by the detection process and notify the host
{tzacher/lectarer) by sending a message with his identicy
details. Then the host is able to detect the absence of the
participant A.

'
]
©

T T Tl | L —

I Thes emiges oof e e apant & e ¢ apoaed sutomanally

J.  The captered mnage i smi 1o fe Foom closd databass with e reapects Snaor miscmation

i The mage m comparsd mith the Suned classfier model by umage procsmng s cutpats S
antesmter iy o W it it &

St s et 3 Tob St vl petartic st 5o thie Foom eessssn

6 The participast A i scospted i jom the Zoom seamon

Figure 7. Walid participant A — Identification process
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Even though in this framework is considering only Android
05, the covert image capturing can be implemented for
Windows and 1085 as well. For example in windows the
camera of the laptop can be accessed through manipulating
firmware/BIOS of the sysiem. However, since this is
proposed as an inbuilt feature for Zoom, accessing the
camera illegally won't be necessary. The only issue in
accessing the camera in Windows platform is the LED
bulb that is embedded in the laptop. The light also can
be twrned off as some spyware software does, however
it the camera light is connected by a hardware mechan-
ism it is hard to torn off the light while capturing the
photo.  In that case the random photo capouring intervals
will be a hlessing in disgnise, because even though it is
complex than static time intervals, it will stop from mak-
ing sdents to find out abouat the pattern of photo capturing.

Implementing this architectore in Mac OS iz slightly
challenging than the other two operating systems. Howe-

ever it is not impossible as there are apps that are used o
take covert images of others nsing IPhone’s inbuilt camera
like “SneakyPix™ app. Nevertheless, for this operating svs-
tem also the stodent should have given the camera access
permission to Zoom as it is coming as a defanlt feature in
Zoom.

1¥  CONCLUSION

This stody propose a conceptual architeciure o monitor
whether the stondents are participating for the session or not
and the real identity of students without forcing them to
turn on their camera. It is suggested as an add-on to the
Zoom tool where it will provide a feamre to tarm on ac-
cording to the user’s (teacher) requirsment. Since the nser
detection and identification processes occur concurrently
doring session the processing time can be high. Thersfore,
as a solution for that issue, parallel processing technigues
are suggested. According to the study, it is only discussed
on Android OS platform but there 15 a scope to carry ot
forther research on implementing it in other different OS
platforms like Windows and Mac can be implemented as
farther works.

Nowadays the onling communication platforms such as
Zoom, M5 Teams, Skype and Google Meet have become
popular and are widely used by almost every country
arpund the world The proposed architecture provide
solution only for Zoom platform. However, other ditferent
online communication platforms can also be implemented
according to this proposed architectore,

This proposed architecture will assure the fact that sm-
dents will not boveott the edocational sessions even though
itis in a virmal platform. It will make the online education
o go one step forward in adopting the effectiveness of
a physical classroom. The students’ availability will be
monitored even their cameras” are mrnad off which will
give the upper hand to the host of the edocational session.
It will allow students oo leamn efficienty as they are learning
in a physical classroom.

Additionally, this solution will be an advantageous
maovement for onling exam proctoring and for private t-
ition classes because of the proposed identification process
of the participants. The invigilator or the teacher will be
able to identify the authenticity of the logged in smdent
with this Zoom add on. With the current situation in the
world, the onlinefvirtnal edocation will be the only solution
o conduct the lessons. Therefore it 15 an nimMost necassicy
to identify the issues in virmal education and to propose
solations for them to make it more effective.
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