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Abstract - The further development of the World
Wide Web is threatened by the lack of online
privacy and efforts to destroy net neutrality, says
the father of the Web, Sir Tim Berners-Lee. He
believed the world had to think about privacy
"from a completely different point of view" in
future, because the threat to personal privacy will
be so great. Consumer awareness about privacy is
increasing, particularly among Internet users.
Sooner or later, if it is not happening, consumers
will demand that their privacy be respected by
business. This may require some modification to
business practices and customer service and may
involve costs not previously incurred. Even
American big business has accepted that privacy is
a concern, which must be addressed. All the public
surveys conducted by and for big business in
America showed a lack of confidence that
consumer’s personal information would be
protected if they entered into transactions on the
Internet. Privacy concerns have been clearly
identified as a barrier to the development of e-
business. This paper discusses the barriers to
effective E-business and the legal protection for
data Privacy in Sri Lanka.
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|. DEFINITION OF PRIVACY

Nonetheless an agreed definition of Privacy
remains elusive. Ever since the seminal article of
Warren and Brandies (1890 cited Rowland and
Macdonald 2000) at the end of the 19" century
academic writers have been analysing the multi-
faceted concept of privacy. Westin (1967 cited
Rowland and Macdonald 2000) suggested that
‘privacy is the claim of individuals, groups or
institutions to determine for themselves when,
how and to what extent information about them is
communicated to others’, a definition based on
the right of self determination that maybe placed
at particular risk by the practice of data matching.
This notion was supported by Miller (1971) in the
specific context of this technology, who
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considered privacy as ‘the individuals ability to
control the circulation of information relating to
him’ Gavison (1980 cited Rowland and Macdonald
2000) on the other hand, is critical of the ability to
control personal information as being a
determinant of the definition of privacy precisely
because a dependence on subjective choice makes
both a realization of the scope of the concept and
the provision of legal protection problematic. In
the quest for a more neutral approach, Gavison
attempts to deconstruct privacy into three
components: secrecy, anonymity and solitude. The
differential difficulties are exacerbated by the fact
that whether or not privacy is considered to have
been invaded is a very subjective issue, which will
hinge not only on the view of the person whose
privacy is being invaded, but also on who is the
invader and what information they are uncovering.

The link between data protection and privacy has
increasingly been recognized in the UK as well as
internationally. In 1994, the Data protection
registrar (cited Rowland and Macdonald 1997)
stated in his final report ‘data protection
legislation is about the protection of individuals
rather than the regulation of the industry’ (Tenth
annual Report of the Data protection registrar,
1994) the judgment given in British Gas Trading
Ltd. V. Data Protection Registrar gives a increased
recognition to the concept; ‘an underlying purpose
of the data protection principals is to protect
privacy with respect to the processing of personal
data.’

II. DATA PROTECTION AND PRIVACY

The relationship between the terms ‘data
protection’ and ‘data privacy’ have not been easy
to reconcile. Data protection is often viewed as a
technical term relating to specific information
management practices (Rowland and Macdonald
2000) this is a preferred stance for those who
would see data protection as a primary aspect of
business regulation. In contrast Privacy is more
likely to be considered as a fundamental human



right or convenor of constitutions. It is however
possible to discuss privacy the
terminology of risk and risk assessment, concepts
which are more familiar in the business
environment. Three risk factors can be identified
which could be considered to be elements of
privacy (Rowland and Macdonald 2000) the first of
these risks would be the risk of injustice due to
significant inaccuracy in personal data. The second
risk is to one potential control over the collection
of personal information as a result of excessive
and unjustified surveillance, collection of data
without the data subjects consent and also the
prohibition or active discouragement of that
means to remedy these risks (Such as the use of
encryption and anonymising software). Finally
there is a risk to dignity as a result of exposure and
embarrassment due to an absence of transparency
in information procedures, physical intrusion into
private spacers, unnecessary identification or
absence of anonymity, or unjustified disclosure of
personal information without consent.

issues in

Ill. LEGAL PROTECTION OF PRIVACY

A. International Conventions

Regulators and legislators have addressed the
controversial online privacy issue quite differently
across the world. The USA, the world's biggest
financial and Internet market, has not yet adopted
a national, standard-setting privacy law akin to the
European Union's Data Protection Directive. US
privacy statutes have primarily focused on
protecting consumers' financial data, health
information, their children's personal
information (Rombel, 2001). In many situations,
entire industries in the USA are failing to comply
with laws regarding privacy policies. According to a
recent survey by Price waterhouse Cooper’s Better
Web program, (cited Nakra, 2001) two-thirds of all
US banks' online privacy notices do not meet the
requirements of the Gramm-Leach-Bliley Act (US)
because they do not disclose the personal
information that they collect from consumers. The
European Union (EU) has already passed tough
privacy measures too tough, say some
multinational businesses. A warning shot has
already sounded from Europe, as the European
Union has criticized the largely self-regulatory
stance championed by the USA. The European
Union's privacy directive compels companies to
disclose to individuals, upon request, the
information being stored about them. The

and
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European Union's controversial Safe Harbor data-
sharing agreement with the US Department of
Commerce went into effect in year 2000 (cited
Nakra 2001) in November. Under the accord, US
companies have to agree to the European Union's
more stringent privacy requirements or risk losing
remote access to data about their European
clients, employees, and business partners. By
entering the Safe Harbor agreement, US
companies will in effect be promising their
European customers more privacy protection than
they give their domestic clients (Rombel, 2001).

B. Regional Conventions

There are currently no regional agreements in the
SAARC region or with any other SAARC country
dealing with data protection legislation. However a
reference to e-commerce is made in the Economic
Partnership Agreement of India and Sri Lanka; joint
study report (2003), the report mentions that the
countries markets must facilitate E-
commerce, however no mention of data privacy
methods or cross border data transfer protocols.

two

Il DATA PROTECTION LEGISLATIONS IN SRI
LANKA

There are currently no legal or legislative
documents that support data privacy in Sri Lanka,
thus a key purpose of this research is to provide
recommendations as to any progressive privacy
legislation in Srilanka.

The lack of a framework on data protection
prevents the free flow of personal data and
information from the European Union (EU) for
data centre and call centre operations in Sri Lanka.
Therefore, the Government recognizing the need
to have legislative measures or other measures
such as the adoption of a “Codes of Practice”
embodying  principles that
protection of personal information to benefit from
Call centre / Data Centre operations and BPO
operations. In this context ICTA has been directed
finalise appropriate Codes of practice embodying
Data Protection principles and measures, in
consultation with the private sector. ICTA is taking
into consideration the Private Sector Model Data
protection Code adopted by Singapore in 2002.

would  ensure

V. PRIVACY POLICIES

There is an agreement at least in the industrialized
world that privacy policies are essential in an e-



commerce environment regardless of country-
imposed legislation. The IBM Multi-National
Consumer Privacy Study found that nearly half of
the respondents in the USA and the UK, and one
quarter of the German respondents look for a
privacy statement on Web sites. Sixty-three
percent of the respondents who use the Internet
have refused to give information to Web sites
when they perceive that the information will be
compromised when privacy policies are unclear
(Pescovitz, 2000). Three years ago, the FTC startled
the Internet business community by undertaking a
sweep of Web sites and finding that only 14
percent posted policies that explained what they
do with the personal information they gather. An
industry-sponsored study found that 66 percent
now have such policies (Wasserman, 2000).
Privacy policies must begin with “fair information
practices” with an “opt out” option, whereby the
customer or visitor may forbid usage of their
personally identifiable data and give them a right
to review and correct their data. Consumers need
unambiguous, plain-English statements explaining
what information is collected, for what purpose it
is used, and with whom it is shared. The
disclosures should also provide a simple way for
consumers to opt not to have their personal data
used for marketing purposes.

VI. THE RELATIONSHIP BETWEEN PERCEIVED
PRIVACY AND SECURITY ON A WEB SITE

The analysis conducted above shows that although
the privacy and security variables in internet
relationships are related, they have particular
characteristics that enable us to establish a clear
distinction between them. Specifically, privacy is
linked to a set of legal requirements and good
practices with regard to the handling of personal
data, such as the need to inform the consumer at
the time of accepting the contract what data are
going to be collected and how they will be used.
Security refers to the technical guarantees that
ensure that the legal requirements and good
practices with regard to privacy will be effectively
met. For example, the company may promise that
the data will not be given to third parties without
the consumer’s consent. Yet hackers might get
hold of the data and hand them over to
malefactors. This invasion of privacy can only be
prevented by the use of suitable security
measures. The close relationship between the
concepts of privacy and security may be seen in
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three clearly distinct areas. First, it should be
emphasized that there is a close relationship
between the two concepts in the mind of
consumers. Indeed, at times consumers do not
make a clear distinction as to where one concept
ends and the other begins, and they may well
confuse them. Usually, this distinction is not
particularly relevant for consumers, since all they
want is that their privacy be respected, either
through the law, good practices, secure systems or
a combination of the three. Second, it is worth
pointing out that companies tend to handle both
concepts jointly. In fact, the idea is widely spread
in the business world that protection of privacy is
an element that depends not only on the following
of a series of behaviour guidelines or the law; it
also depends on the reliability of information
systems (Lyman, 2003). Third, we see that public
bodies view both concepts as running side by side.
Thus, legislative measures include, along with
those of a procedural nature regarding the
collection, use and transfer of private data, others
of a purely technical nature (e.g. Directive
2002/58/EC of the European Parliament and of the
Council, of 12th June 2002 (European Commission,
2002), concerning the processing of personal data
and the protection of privacy in the electronic
communications sector).

VII. RISK

Risk exists when there is a less than 100 per cent
probability that things will turn out as expected. As
Bauer (1967, p. 24) succinctly puts it:

“Consumer behaviour involves risk in the sense
that any action of a consumer will produce
consequences which he cannot anticipate with
anything approximating certainty, and some of
which are likely to be unpleasant.”

Hence, risk implies that there is some degree of
uncertainty about the outcome of an action which
caries the possibility of physical harm or some
other damage. The perception of riskiness may
vary from person to person and from product to
product, or service to service (Stone and
Gronhaug, 1993): in short, a very personal thing,
related to specific circumstances.

Consumers tend to use intuitive judgement to
decide whether or not something is risky, which
may be affected by previous experiences, the level
of involvement, or the price of the purchase. Risk



has a moderating effect on consumers because
they are often more inclined to try to avoid a
mistake rather than benefit from utility in their
buying decisions. For this reason, shoppers may
“pre-select” brands for consideration to avoid risk
(Mitchell, 1999).

A. Risk Online

Previous research has identified that customers
can perceive risks in many purchase situations.
Mail order has been considered to be more risky
than in-store purchasing (Akaah and Korganonkar,
1988) and users of the internet encounter more
risks than they do in face-to-face transactions
(Riegelsberger et al.,, 2003). Not all users
understand or perceive these risks, or wish to
contemplate them. Some consumers may consider
that just working with computers could be risky,
let alone using them to make purchases. Online
transactions involve a lack of control on the part of
customers with anonymous trading partners and,
consequently, the potential for opportunism. It
may be that some risks are heightened or unique
to the online purchasing environment. If
customers think that they may be taken advantage
of, they may not engage in online transactions at
all. A typical online transaction necessitates giving
the vendor access to personal data, such as
address, telephone number a financial details
(Tsiames and Siomkos, 2003). Such access may be
the source of worry (or perceived risk) for some
consumers, especially if they are concerned about
fraud or losing money. This concern was
highlighted as one of the dimensions of internet
quality by Madu and Madu (2002). Customer
concerns may also include worry about the
honesty of the sales proposition, and immodest
claims about products when customers are unable
to physically check the quality of those products
(Chaudhuri and Holbrook, 2001) could be visited,
worries may be exacerbated because customers
cannot rely on visual and physical clues to reassure
themselves of the bona fides of the selling
organisation. Such lack of reassurance may result
in transactions being regarded as risky. Customers
may also be anxious about bombardment with
unwanted messages and service guarantees
(Urban et al., 2000). Without confidence in these
areas, any exchange between provider and
customer may be limited (Subirana and Cavajal,
2000). Tan (1999) suggests that less risk-averse
customers are more likely to use internet shopping
services. Nevertheless, internet marketers must be
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able, long-term, to convince customers to shop
online if they are to maximise the effectiveness of
online channels.

B. Trust

Trust is a complex state that comes about because
individuals do not know what the motives and
intentions of others are (Kramer, 1999). Thus, trust
is an expectation about others’ behaviour within
the society in which they live, or by which they are
ruled (Barber, 1983), and so involves cultural
mores as well as emotionally and socially based
responses. Trust has been defined by
Riegelsberger et al. (2003, p. 768) as:

“. .. a device to reduce complexity, a shortcut to
avoid complex decision processes when facing
decisions that carry risk.”

Thus, it is an especially important factor when
there is some kind of choice to be made. Trust can
be bestowed on a person, an object (product), an
organisation (a business), an institution (the
government) or a role (a professional of some
kind). Trust may be acquired by a rational process
based on what we know of the other party, and
also the incentive of that other party to honour
the trust bestowed upon him, her or it (Hardin,
1992). Alternatively, it can be an emotional and
social response to others or to society as a whole
(Kramer, 1999). People who consider themselves
to be unlucky in life, for example, may be less
likely to be trusting than others who have not had
such bad experiences. If a person is “disposed to
trust” he or she is less likely to see the potential
for risk, as a consequence of assuming that people
are honourable and will do what they say they will.
A person’s propensity to trust or disposition to
trust has its roots in personality psychology
(Grabner-Krauter and Kaluscha, 2003). It is for this
reason that previous experience may be a
mitigating factor in developing trust on a rational
basis (Rotter, 1971). Trust may be easy to acquire
but, if abused, can be easy to erode or destroy.
Boyle and Bonacich (1970) suggest that individuals
continuously update their expectations about
trustworthy behaviour based on their experiences
with individuals in whom they have placed their
trust.

C. Trust Online

Online marketing transactions necessitate online
customer trust (McCole and Palmer, 2001).
According to Egger (2006), the number of people



purchasing online has grown at a slower rate than
those who use the internet. Sufficient trust needs
to exist to place an order online and, perhaps, for
the customer to submit his or her financial
information and other personal data in
undertaking other financial transactions, such as
online banking. Corritore et al. (2003, p. 740)
define trust as:

“

. an attitude of confident expectation in an
online situation of risk that one’s vulnerabilities
will not be exploited.”

Stell and Paden (2002) suggest that inexperience
may lead to concern about, or avoidance of, using
the internet and hence to a lack of trust. Houston
(2001) suggests that organisations doing business
online must forge trust swiftly in order to succeed.
This opinion conflicts to some extent with the view
of Ennew (2003, p. 16) who says:

“The continuing uncertainty and scepticism of
consumers in regard to the internet means that
acquiring their trust will be an incremental process
... For the majority of internet users, trust in
transactions online will be built up experientially
over time.”

Therefore, organisations utilising the internet
should not hope for results too soon and abandon
their attempts to woo the customers to purchasing
online. Trust may be built incrementally following
experience online, and customers may build trust
by starting with small purchases and building up to
bigger and more expensive ones as their trust in
the medium or the organisation (or both)
increases. Dimensions of trust online, as outlined
by Camp (2001), include security, privacy and
reliability.

In order to engage in online shopping, a customer
must have trust in the mechanism itself (Lee and
Turban, 2001). Whilst this may have been
particularly important in the early stages of
internet commerce, with more and more
transactions taking place online, less concern
needs to be focused on the mechanism today.
There is an increasing need for customers to feel
sufficient trust in the supplier, rather than the
channel that the supplier has chosen to use.
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VIIl. CONSUMER TRUST IN A WEBSITE

The constant development of relationships over
the internet is significantly affecting most
commercial sectors (Gunasekaran and Love, 1999).
However, this influence has not been translated
into high sales figures via the internet since there
is a lack of trust that means that consumers are
reluctant to adopt e-commerce (Gefen, 2000). This
distrust is a consequence of the particular features
of the internet when set against transactions
conducted via traditional channels (Yousafzai et
al., 2003). Thus, when a consumer conducts a
transaction with an online store that is
characterized to be operating in an uncertain
environment (Fung and Lee, 1999) such as the
internet, the consumer is less likely to trust that
everything about his transaction is assured and
normal as compared to his transactions with an
offline store.

IX. CONCLUSION

Unlike the European Union, the United States
traditionally has adopted a different approach to
data protection. The European Union embraces
privacy as a fundamental right and thus considers
comprehensive legislation as the most appropriate
means to protect personal information. Such an
approach requires the creation of government
data protection agency and approval before the
processing of persona data. By contrast, many
Americans believe in the free market and are
constantly suspicious of government intrusions.
Therefore U.S approach relies on a mix of
legislation, administrative regulation and industry
self-regulation  through
developed by industries as an alternative to
government regulation. In my opinion, | firmly
believe that, If Sri Lanka really willing to accept the
benefits of the globalization and absorbing into
the International trade still we are not late
therefore any proposed data protection law
should be definitely based on European model of
the EU directive and the data privacy principles
because U.S data protection model is an ad hoc
one and therefore no independent authority to
protect and implement data users rights. Finally
we should recognize data privacy as one of our
fundamental right and we need more laws in this
emerging new area to attract more E-business
from the western world.

code of conducts
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